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1 Usage note 

Usage note 

The intent of this document is to help you recognize the activities related to establishing an ISMS. 
This document should not be considered as professional consulting for establishing or 
implementing an ISMS. 

Use of this guide does not guarantee a successful implementation nor an implementation that is 
ready for certification. If you want to implement an ISMS, consider hiring a professional 
consultant who specializes in implementing ISO 27001 compliant ISMS. 
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4 Overview of an ISMS 

Overview of an ISMS  

 

Information security is the protection of information to ensure: 

• Confidentiality: ensuring that the information is accessible only to those authorized to 
access it. 

• Integrity: ensuring that the information is accurate and complete, and that the 
information is not modified without authorization. 

• Availability: ensuring that the information is accessible to authorized users when 
required. Information security is achieved by applying a suitable set of controls (policies, 
processes, procedures, organizational structures, and software and hardware functions). 

An Information Security Management System (ISMS) is way to protect and manage information 
based on a systematic business risk approach, to establish, implement, operate, monitor, review, 
maintain, and improve information security. It is an organizational approach to information 
security. 

ISO/IEC publishes two standards that focus on an organization's ISMS: 

• The code of practice standard: ISO/IEC 27002 (ISO/IEC 20799). This standard can be used 
as a starting point for developing an ISMS. It provides guidance for planning and 
implementing a program to protect information assets. It also provides a list of controls 
(safeguards) that you can consider implementing as part of your ISMS. 

• The management system standard: ISO/IEC 27001. This standard is the specification for 
an ISMS. 

It explains how to apply ISO/IEC 27002 (ISO/IEC 20799). It provides the standard against which 
certification is performed, including a list of required documents. An organization that seeks 
certification of its ISMS is examined against this standard. 

These standards are copyright protected text and must be purchased. (For purchasing 
information, refer to section 1, "Purchase ISO standards.") 

The standards set forth the following practices: 

• All activities must follow a method. The method is arbitrary but must be well defined and 
documented. 

• A company or organization must document its own security goals. An auditor will verify 
whether these requirements are fulfilled. 

• All security measures used in the ISMS shall be implemented as the result of a risk analysis 
in order to eliminate or reduce risks to an acceptable level. 

• The standard offers a set of security controls. It is up to the organization to choose which 
controls to implement based on the specific needs of their business. 

• A process must ensure the continuous verification of all elements of the security system 
through audits and reviews. 

• A process must ensure the continuous improvement of all elements of the information 
and security management system. (The ISO/IEC 27001 standard adopts the Plan-Do-Check-
Act [PDCA] model as its basis and expects the model will be followed in an ISMS 
implementation.) 

These practices form the framework within which you will establish an ISMS. The sections that 
follow describe the steps involved in establishing an ISMS. 
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 Note: It is important to remember that although this guide provides examples, the 
implementation of an ISMS is process-based and specific to your organization. Consider 
using the guide and examples as a starting point of discussion within your organization, 
rather than as a set of templates. 
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1   Purchase a copy of the ISO standards 

 

Before establishing an ISMS and drafting the various documents for your ISMS, you should 
purchase copies of the pertinent ISO/IEC standards, namely: 

The management system standard: ISO 27001. This standard is the specification for an ISMS. It 
explains how to apply ISO/IEC 27002 (ISO/IEC20799). It provides the standard against which 
certification is performed, including a list of required documents. An organization that seeks 
certification of its ISMS is examined against this standard. 

The code of practice standard: ISO 27002 (ISOlIEe20799). This standard can be used as a starting 
point for developing an ISMS. It provides guidance for planning and implementing a program to 
protect information assets. It also provides a list of controls (safeguards) that you can consider 
implementing as part of your ISMS. 

You can purchase these standards from either of the following online stores: 

• The ANSI online store: http://webstore.ansi.org 
• The ISO Online Shop: http://www.iso.ch 

 
  

http://webstore.ansi.org/
http://www.iso.ch/
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2 Initiating the ISMS Project 

 

2.1 Obtain management support (#1) 

As described in ISO/IEC 27001, management plays an important role in the success of an ISMS. 

What you will need: Management responsibility section of ISO/IEC 27001. 

Management must make a commitment to the establishment, implementation, operation, 
monitoring, review, maintenance, and improvement of the ISMS. Commitment must include 
activities such as ensuring that the proper resources are available to work on the ISMS and that 
all employees affected by the ISMS have the proper training, awareness, and competency. 

Results: Establishment of the following items demonstrates management commitment: 

• An information security policy; this policy can be a standalone document or part of an 
overall security manual that is used by an organization. (For additional guidance, refer to 
the example below.) 

• Information security objectives and plans; again, this information can be a standalone 
document or part of an overall security manual that is used by an organization (For 
additional guidance, refer to the example below.) 

• Roles and responsibilities for information security; a list of the roles related to 
information security should be documented either in the organization's job description 
documents or as part of the security manual or ISMS description documents. 

• Announcement or communication to the organization about the importance of adhering 
to the information security policy. 

• Sufficient resources to manage, develop, maintain, and implement the ISMS. 

In addition, management will participate in the ISMS Plan-Do-Check-Act [PDCA] process, as 
described in ISO/IEC 27001 by: 

• Determining the acceptable level of risk. Evidence of this activity can be incorporated 
into the risk assessment documents, which are described later in this guide. (See steps 6 
through 8.) 

• Conducting management reviews of the ISMS at planned intervals. Evidence of this 
activity can be part of the approval process for the documents in the ISMS. 

• Ensuring that personnel affected by the ISMS are provided with training, are competent 
for the roles and responsibilities they are assigned to fulfil and are aware of those roles 
and responsibilities. Evidence of this activity can be through employee training records 
and employee review documents. 

Example of Information Security Policy Statement: 

This example shows a possible high-level policy statement with goals and objectives. 
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Security Policy 

Protection of company assets is vital to the success of our business. To this end, 
we have established an information security management system that operates 
all the processes required to identify the information we need to protect and 
how we must protect it. 

Because the needs of our business change, we recognize that our management 
system must be continually changed and improved to meet our needs. To this 
effect, we are continually setting new objectives and regularly reviewing our 
processes. 

Objectives 

It is the policy of our company to ensure: 

- Information is only accessible to authorized persons from within or outside 
the company. 

- Confidentiality of information is maintained. 

- Integrity of information is maintained throughout the process. 

- Business continuity plans are established, maintained, and tested. 

- All personnel are trained on information security and are informed that 
compliance with the policy is mandatory. 

- All breaches of information security and suspected weaknesses are reported 
and investigated. 

- Procedures exist to support the policy, including virus control measures, 
passwords, and continuity plans. 

- Business requirements for availability of information and systems will be 
met. 

- The Information Security Manager is responsible for maintaining the policy 
and providing support and advice during its implementation. 

- All managers are directly responsible for implementing the policy and 
ensuring staff compliance in their respective departments. 

This policy has been approved by the company management and shall be 
reviewed by the management review team annually: 

 

Signature: ________________________    Date: _______________ 

Title: _______________________ 
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2.2 Assemble ISMS Project Team (#2) 

Try to assemble the strongest members available for your Project Team.  For the team to be 
representative of all the functional areas within the scope of the ISMS is best.  Seek out persons 
with previous experience of working with management system standards; ideally experience 
with ISO 9001, but ISO 27001, ISO 27001, ISO 16949 will also bring valuable skills and knowledge 
to the team. 

If there is little or no experience or expertise in-house regarding management systems, you will 
need to consider the hiring of an experienced consultant at this point.  See Section 16: ASK FOR 
HELP for guidance. 

What you will need: 

To assemble and effective ISMS Project Team you will need to seek out persons who… 

• Bring relevant skills and experience to the team, in particular experience of… 
o ISO management system 
o Project Management 

• Represent a key function within the organization, 

• Are prepared to commit time to attending regular Team Meetings, 

• Who can take the time away from their routine work to devote to working directly on the 
ISMS Project.  Examples would include drafting procedures, record forms and other 
documentation, selecting suitable monitoring and measuring equipment, etc. 

Results: A committed team that will work collectively towards achieving ISO 27001:2021 
Certification. 

 

2.3 Complete Gap Analysis (#3) 

Whether you are starting from ‘scratch’ or whether you already have an ISMS, a Gap Analysis is 
essential to establish which are the issues and topics that your ISMS Project Plan will need to 
address 

What you will need: 

Using the services of a person experienced in Information Security management systems, 
perhaps yourself or a member of your Project Team, to carry out a gap analysis.  The Gap Analysis 
Tool provided as part of this Course’s documentation is ideal for this purpose. 

If in doubt about the interpretation of any requirements, and your current status against it, you 
are recommended to consult ISO 27003 the implementation guidance standard. 

The usual approach to categorising your status against the individual requirements is to give… 

√√√  fully compliant with the requirement – no change to current practice required  

√√    partially compliant with the requirement – some change to current practice required 

√       little compliance with the requirement – significant change to current practice 
required 

X      noncompliant with the requirement – significant change, perhaps disruptive, 
required  

Results: A detailed and categorised list of current deficiencies against the requirements of ISO 
27001:2013.  A solid foundation from which to develop a feasible ISMS Project Plan. 

Useful Documents: 
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• The ISO 27001:2013 Gap Analysis Tool.  This document is supplied separately from this 
Handbook and is included in your Course Materials. 

 

2.4 Prepare ISMS Project Plan (#3 cont’d) 

Your ISMS Project Plan is about bridging the gap between your current situation (as quantified by 
your Gap Analysis) and the desired condition, that is, a functioned and maintained ISMS in 
compliance with the detailed requirements of ISO 27001. 

A project definition will tell you what a project should achieve, the objectives; while a project plan 
will tell you how to achieve those objectives. 

And it is inevitable that your project plan will need to be reviewed and modified, perhaps several 
times, during its implementation. 

What you will need: 

The core activities in preparing a feasible Project Plan, and based on the Project Management 
Institute’s (PMI) model, include… 

• Scope Planning - developing a written scope statement as the basis for future project 
decisions. 

• Scope Definition - subdividing the major project deliverables into smaller, more 
manageable components. 

• Activity Definition - identifying the specific activities that must be performed to produce 
the various project deliverables. 

• Activity Sequencing - identifying and documenting interactivity dependencies. 

• Activity Duration Estimating - estimating the number of work periods that will be needed 
to complete individual activities. 

• Schedule Development - analysing activity sequences, activity durations, and resource 
requirements to create the project schedule. 

• Risk Management Planning - deciding how to approach and plan for risk management in 
a project. 

• Resource Planning - determining what resources (people, equipment, materials, etc.)  
and what quantities of each should be used to perform project activities. 

• Cost Estimating - developing an approximation (estimate) of the costs of the resources 
required to complete project activities. 

• Cost Budgeting - allocating the overall cost estimate to individual work packages. 

• Project Plan Development - taking the results of other planning processes and putting 
them into a consistent, coherent document 

 

The activities above represent the ‘gold standard’ for a project plan.  If resources don’t permit 
such a plan, then a basic plan based on these five activities may suffice… 

• Scope Definition - subdividing the major project deliverables into smaller, more 
manageable components. 

• Activity Definition - identifying the specific activities that must be per- formed to produce 
the various project deliverables. 
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• Activity Sequencing - identifying and documenting interactivity dependencies. 
• Activity Duration Estimating - estimating the number of work periods that will be needed 

to complete individual activities. 
• Schedule Development - analysing activity sequences, activity durations, and resource 

requirements to create the project schedule. 

Results: A workable Project Plan that the Project Team has confidence in, and that they believe 
they can make happen. 
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3 The Information Security Context of the Organisation 

 

The intent of 4.1 of the Standard is to provide a high-level, conceptual understanding of the 
important issues that can affect, either positively or negatively, the way the organization 
manages its Information Security responsibilities. Issues are important topics for the 
organization, problems for debate and discussion or changing circumstances that affect the 
organization’s ability to achieve the intended outcomes it sets for its Information Security 
management system. 

3.1 Determine the Information Security Context of the Organisation (#4) 

Examples of internal and external issues which can be relevant to the context of the organization 
include: 

a) the internal characteristics or conditions of the organization, such as its activities, 
products and services, strategic direction, culture and capabilities (i.e. people, 
knowledge, processes, systems). 

b) the external cultural, social, political, legal, regulatory, financial, technological, economic, 
natural and competitive circumstances, whether international, national, regional or local. 

What you will need: An understanding of the context of an organization is used to establish, 
implement, maintain and continually improve its ISMS.  The internal and external issues that are 
determined here can result in risks and opportunities to the organization or to the Information 
Security management system.   

Results: A listing of those issues, internal and external that the organization has determined need 
to be addressed and managed within the ISMS 

 

3.2 Identify the applicable legal and regulatory requirements (#5) 

After you have determined the scope, identify any regulatory or legislative standards that apply 
to the areas you plan to cover with the ISMS. Such standards might come from the industry in 
which your organization works or from state, local, or federal governments, or international 
regulatory bodies. 

While all the commitments are important, some interested parties are especially concerned with 
the organization’s commitment to fulfil its compliance obligations, particularly applicable legal 
requirements.  

The Standard specifies several interconnected requirements related to this commitment. These 
include the need to: 

a) determine compliance obligations; 
b) ensure operations are carried out in accordance with these compliance obligations; 
c) evaluate fulfilment of the compliance obligations; 
d) correct nonconformities. 

What you will need: Up-to-date regulatory or legislative standards that might be applicable to 
your organization. You might find it helpful to have input and review from lawyers or specialists 
who are knowledgeable about the standards. 

Results: Additional statements in the scope of the ISMS. If your ISMS will incorporate more than 
two or three legislative or regulatory standards, you might also create a separate document or 
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appendix in the Information Security Manual that lists all the applicable standards and details 
about the standards. 

EU General Data Protection Regulations 2021 (GDPR) 

The General Data Protection Regulation (EU) 679/2021 (‘GDPR’) came into force throughout the 
EU on 25 May 2021. This is the main data protection legal framework in EU directly applicable in all 
Member States, repealing the Data Protection Directive 95/46/EC. The Regulation provides for a 
harmonization of the legal data protection regime throughout the EU, re-enforces several 
principles and obligations of the Directive it repeals and introduces new provisions such as the 
data protection by design and data protection by default. In order to enhance transparency of 
the processing operations of the data controllers and the processors, the Regulation introduces 
also specific provisions on certification, seals and marks.   

You should incorporate the controls needed to maintain compliance with GDPR into your ISMS 
and thereby avoid having two information security systems to maintain. 

A booklet prepared by the Irish Data Protection Commissioners, ‘Preparing your organisation for 
the General Data Protection Regulation - Your Readiness Checklist’, produced with SME’s in 
mind and a very good introduction to GDPR. 

Example of addition of applicable Legislation to Scope of ISMS Statement 

An example of the text added to the scope statement as a result of identifying applicable 
legislation is shown in the opening paragraph of the Scope of ISMS Statement example in Section 
4.1, below. 

 

3.3   Determine other interested parties’ needs (#6) 

An organization is expected to gain a general (i.e. high-level, not detailed) understanding of the 
expressed needs and expectations of those internal and external interested parties that have 
been determined by the organization to be relevant. 

What you will need:  The organization considers the knowledge gained when determining which 
of these needs and expectations it has to, or it chooses to comply with, i.e. its compliance 
obligations. 

In the case of an interested party perceiving itself to be affected by the organization’s decisions 
or activities related to Information Security performance, the organization considers the relevant 
needs and expectations that are made known or have been disclosed by the interested party to 
the organization. 

Interested party requirements are not necessarily requirements of the organization.  

Some interested party requirements reflect needs and expectations that are mandatory because 
they have been incorporated into laws, regulations, permits and licences by governmental or 
even court decision.  

Results: The organization may decide to voluntarily agree to or adopt other requirements of 
interested parties (e.g. entering into a contractual relationship, subscribing to a voluntary 
initiative). Once the organization adopts them, they become organizational requirements (i.e. 
compliance obligations) and are taken into account when planning the Information Security 
management system. 

You will need to get top management approval for any new compliance obligations you propose 
to include in the ISMS. 
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4 Define and establish an Information Security Management 
System 

 

4.1 Define the Scope of the ISMS (#7) 

When management has made the appropriate commitments, you can begin to establish your 
ISMS. 

In this step, you should determine the extent to which you want the ISMS to apply to your 
organization. 

What you will need: You can use several of the "result" documents that were created as part of 
step 2, such as: 

• The Information Security policy 
• The Information Security objectives and plans 
• The roles and responsibilities that are related to Information Security and were defined 

by the management 

In addition, you will need: Lists of the areas, locations, assets, and technologies of the 
organization that will be controlled by the ISMS. 

While reviewing these lists, you might want to answer questions like the following: 

• What areas of your organization will be covered by the ISMS? 
• What are the characteristics of those areas; its locations, assets, technologies to be 

included in the ISMS? 
• What is the extent of control or influence that the organization can exert over activities, 

products and services considering a life cycle perspective? 
• Will you require your suppliers to abide by your ISMS? 
• Are there dependencies on other organizations? Should they be considered?  

Your goals will be to cover the following: 

• the processes used to establish the scope and context of the ISMS. 
• the strategic and organizational context 

Important: Keep your scope manageable. Consider including only parts of the 
organization, such as a logical or physical grouping within the organization. Large 
organizations might need several Information Security Management Systems in order 
to maintain manageability. For example, they might have one ISMS for their Finance 
department and the networks used by that department and a separate ISMS for their 
Software Development department and systems. 

Results: A documented scope for your ISMS. 

When you have determined the scope, you will need to document it, usually in a few statements 
or paragraphs. The documented scope often becomes one of the first sections of your 
organization's Information Security Manual. Or, it might remain a standalone document in a set 
of ISMS documents that you plan to maintain. 

Often the scope, the Information Security policy, and the Information Security objectives are 
combined into one document. For additional guidance, refer to the following example.  
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Example of Scope of ISMS Statement 

 

Scope and Purpose 

 

The company is committed to protecting its information and that of its 
customers. To achieve this goal, the company has implemented an Information 
Security Management System in accordance with ISO 27001:2013 and the Code of 
Practice ISO 27002:2013 and in compliance with EU General Data Protection 
Regulations 2021.  

The company's ISMS is applicable to the following areas of the business: 

- Finance department 

- Internal IT systems and networks used for back-end business (such as e-mail, 
timesheets, contract development and storage, and report writing) 

(Note: IT systems and networks on which company software is developed and 
stored are part of the Software Development ISMS. Refer to the Software 
Development Information Security Manual for more information.) 
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4.2 Prepare detailed Information Security Policies (#8) 

The organization retains authority and 
accountability to decide how it fulfils the 
requirements of the Standard, including the level 
of detail and extent to which it: 

a) establishes one or more processes to have 
confidence that it is controlled, carried out as 
planned and achieve the desired results; 
b) integrates Information Security 
management system requirements into its various 
business processes, such as design and 
development, procurement, human resources, 
sales and marketing; 
c) incorporates issues associated with the 
context of the organization and interested party 
requirements within its Information Security 
management system. 

What you will need: To develop an Information 
Security policy as a set of principles, stated as 
commitments, in which top management outlines 
the intentions of the organization to support and 
enhance its Information Security performance.  

There are four basic requirements for the 
information security policy are specified in the 
Standard: that it… 

1) is appropriate to the purpose and context of 
the organization and supports its strategic 
direction; 

2) provides a framework for set ting information 
security objectives; 

3) includes a commitment to satisfy applicable 
requirements; 

4) includes a commitment to continual 
improvement of the information security 
management system. 

These commitments should be reflected in the 
processes an organization establishes to address 
specific requirements in the Standard. 

Results:  An Information Security policy that 
enables the organization to set its Information 
Security objectives, take actions to achieve the 
intended outcomes of the Information Security 
management system, and achieve continual 
improvement.  

• Do we have an existing 
policy? 

• If yes, how was the policy 
developed? 

• When was the policy last 
reviewed? 

• Does the policy reflect the 
three key commitments 
(commitments to 
compliance, prevention of 
pollution and continual 
improvement?) 

• What other commitments 
does, or should our policy 
contain? 

• How does our policy take 
into account the Information 
Security attributes of our 
products, activities and 
services? 

• How would we demonstrate 
conformance to our policy? 

• How is the policy 
communicated to our 
employees?  

• Do our employees 
understand the critical 
elements of our policy?  

• How do we know? 

• What feedback have we 
received on the policy (from 
employees, contractors or 
other interested parties)? 

• What happens when we 
receive feedback on the 
policy? 

• How do we make our policy 
available to external parties?  

• Is this process effective? 

 

Information Security Policy 
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Example of Information Security Policy 

 

INFORMATION SECURITY POLICY 

ABC Inc. is committed to managing Information Security matters as an integral 
part of our business. In particular, it is our policy to assure the confidentiality, 
availability and integrity of all our information assets at all times and at all 
places, and to satisfy all applicable requirements related to information security. 

We will do so by adhering to the following principles: 

• We will comply with all applicable laws and regulations and will implement 
programmes and procedures to assure compliance. Strict compliance with 
Information Security standards will be a key ingredient in the training, 
performance reviews and incentives of all employees. 

• We will maintain an Information Security Management System (ISMS) that is 
appropriate to the purpose of the organization. 

• We will establish information security objectives, develop and implement 
plans to achieve them and review and update them periodically. 

• We will communicate our commitment to information security to our 
employees, suppliers, customers, regulators and other interested parties. 
We will solicit their input in meeting our Information Security Objectives and 
in turn will offer assistance to meet their goals 

• We will continuously seek opportunities to improve our ISMS. 

• Additionally, all of the Supplementary IS Policies listed overleaf are 
mandatory throughout the organization, as applicable. 

{Signature} ___________________ (CEO)         {Date} ___________________ 
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SUPPLEMENTARY INFORMATION SECURITY POLICIES 

The following IS Policies also apply throughout the organization… 

• Acceptable Encryption Policy 

• Acceptable Use Policy 

• Clean Desk Policy 

• Data Breach Response Policy 

• Disaster Recovery Plan Policy 

• Digital Signature Acceptance Policy 

• Email Policy 

• Ethics Policy 

• Pandemic Response Planning Policy 

• Password Construction Guidelines 

• Password Protection Policy 

• Security Response Plan Policy 

• End User Encryption Key Protection Policy 

• Database Credentials Policy 

• Technology Equipment Disposal Policy 

• Information Logging Standard 

• Laboratory Security Policy 

• Server Security Policy 

• Software Installation Policy 

• Workstation Security Policy 

• Web Application Security Policy 

 

Note: The Supplementary IS Policy Documents can be combined with the main IS Policy into a 
single document, as is preferred.  Publication and circulation as individual documents is also 
permissible. 
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4.3 Define Key Roles and 
Responsibilities (#9) 

The roles and responsibilities of all personnel, 
whether actively involved (say, IS Specialist) or 
passively (say, members of senior management) 
need to be defined.  This best done by 
incorporating then in job descriptions or the 
equivalent; but can be set out, if preferred, in the 
ISMS Policy document. 

What you will need: Those involved in the 
organization’s Information Security management 
system should have a clear understanding of their 
role, responsibilities and authorities for 
conforming to the requirements of the Standard 
and achieving the intended outcomes. 

The specific roles and responsibilities identified 
may be assigned to an individual, sometimes 
referred to as the “management representative”, 
shared by several individuals, or assigned to a 
member of top management. 

Results: What then might these roles and 
responsibilities be?  Here are some typical 
examples… 

Top Management:  

• Communicate importance of ISMS throughout 
organization 

• Provide necessary resources 
• Track and review ISMS performance 

Human Resources:   

• Define competency requirements and job 
descriptions for various ISMS roles 

• Train temporary workers and contractors; 
maintain training/competency records 

• Integrate Information Security management 
into reward, discipline and appraisal systems 

Information Security: 

• Consider Information Security impacts of new 
or modified products, processes, operational 
equipment and measuring equipment  

• Control end-of-life disposal of all IS Assets 

• Consider the IS impacts of all new 
hardware, software, cloud services and other IT 
systems purchases or other procurement. 

• How do we define roles, 
responsibilities and 
authorities for Information 
Security management now? 

• Is this process effective? 

• How should the day-to-day 
responsibilities for the 
management and 
maintenance of the ISMS be 
assigned? 

• Should one person be 
appointed as our ISMS 
Management 
Representative? Does this 
individual have the 
necessary authority to carry 
out the responsibilities of 
this job? 

• Are our key roles and 
responsibilities for 
Information Security 
management documented in 
some manner? If so, how 
(e.g., job descriptions, 
organizational charts, 
responsibility matrix, etc.)? 

• How are ISMS roles and 
responsibilities 
communicated within our 
organization? 

• How do we ensure that 
adequate resources have 
been allocated for 
Information Security 
management? How is this 
process integrated with our 
overall budgeting process? 

• How are Information 
Security expenditures 
tracked? 

• How will we keep this 
information up-to-date? 

Roles & Responsibilities 
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• Conduct periodic simulated attacks on IS Assets to test effectiveness 

Maintenance: 

• Maintain all premises perimeter control systems 

• Implement preventive maintenance program for key equipment 

• Support identification of Information Security Assets 

• Control end-of-life disposal of all IS Assets 

Purchasing:   

• Develop and implement controls for chemical / other material purchases 

• Liaising with upstream suppliers and sub-contractors on IS aspects 
• Protect Intellectual Property of all parties 

Marketing & Sales: 

• Liaising with customers and end-users 
• Protect Intellectual Property of all parties 

Operations:  

• Ensure all IS Policies are implemented 

• Support training for new employees  

Warehousing & Logistics: 

• Liaising with goods-in and goods-out transport relating to IS aspects 

Finance:  

• Track data on Information Security-related costs (such as resource, material and energy 
costs, maintenance costs, etc.) 

• Prepare budgets for Information Security Risk Treatment program 

• Evaluate economic feasibility of Information Security projects 

Quality: 

• Maintain and continually improve the ISMS. 

• Support document control, records management and employee training efforts 

• Support integration of Information Security and quality management systems 
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5 The Planning Phase 

We now come to the Planning Phase that covers those steps concerned with the planning and 
other activities that must be completed prior to implementing the system. 

Information Security management is about managing the risks associated with all the threats to 
an organization’s information of each and every kind.  We begin with risk assessment… 

Risk assessment is the process of identifying risks by analysing threats to, impacts on, and 
vulnerabilities of Information Security, and the likelihood of their occurrence. Choosing a risk 
assessment method is one of the most important parts of establishing an ISMS. 

What you will need: To meet the requirements of ISO 27001, you will need to define and 
document a method of risk management and then use it to assess the risk to your identified 
Information Security assets (both threats and opportunities), make decisions about which risks 
are intolerable and consequently need to be mitigated, and manage the residual risks through 
carefully considered policies, procedures, and controls. 

Results: When you have completed this step, you should have documents that explains how your 
organization will assess risk and opportunity, including: 

• the organization's approach to Information Security risk management, 
• the criteria for Information Security risk evaluation and the degree of assurance required, 
• a Statement of Applicability of Controls (from Annex A), and 
• a Risk Treatment Plan 

Note: In subsequent steps, which are described in this guide, you will add more 
information to this document, which will define, the risks associated with each of those 
assets, and a list of the controls that will be used to reduce or eliminate the risks. 

For additional guidance, refer to the following example. 

5.1 Define a method of Risk Assessment (#10) 

Risk assessment is the process of identifying risks by analysing threats to, impacts on, and 
vulnerabilities of information and information systems and processing facilities, and the 
likelihood of their occurrence. Choosing a risk assessment method is one of the most important 
parts of establishing an ISMS. 

To meet the requirements of ISO 27001, you will need to define and document a method of risk 
assessment and then use it to assess the risk to your identified information assets, make 
decisions about which risks are intolerable and therefore need to be mitigated, and manage the 
residual risks through carefully considered policies, procedures, and controls. 

ISO 27001 does not specify the risk assessment method you should use; however, it does state 
that you must use a method that enables you to complete the following tasks: 

• Evaluate risk based on levels of confidentiality, integrity, and availability. 
• Set objectives to reduce risk to an acceptable level 
• Determine criteria for accepting risk 
• Evaluate risk treatment options. 

 

Some risk assessment methods provide a matrix that defines levels of confidentiality, integrity, 
and availability and provide guidance as to when and how those levels should be applied, as 
shown in the following table: 
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Example of CIA Value Table: 

 

Impact of Loss ► LOW MEDIUM HIGH 

Confidentiality 

Ensuring that 
information is 
accessible only to 
those authorized to 
have access 

 

The unauthorized 
disclosure of 
information could be 
expected to have a 
limited adverse effect 
on organizational 
operations, 
organizational assets, 
or individuals. 

 

The unauthorized 
disclosure of 
information could be 
expected to have a 
serious adverse 
effect on 
organizational 
operations, 
organizational assets, 
or individuals. 

 

The unauthorized 
disclosure of 
information could be 
expected to have a 
severe or 
catastrophic adverse 
effect on 
organizational 
operations, 
organizational assets, 
or individuals. 

Integrity 

Safeguarding the 
accuracy and 
completeness of 
information and 
processing methods 

 

The unauthorized 
modification or 
destruction of 
information could be 
expected to have a 
limited adverse effect 
on organizational 
operations, 
organizational assets, 
or individuals. 

 

The unauthorized 
modification or 
destruction of 
information could be 
expected to have a 
serious adverse 
effect on 
organizational 
operations, 
organizational assets, 
or individuals. 

 

The unauthorized 
modification or 
destruction of 
information could be 
expected to have a 
severe or 
catastrophic adverse 
effect on 
organizational 
operations, 
organizational assets, 
or individuals. 

Availability 

Ensuring that 
authorized users have 
access to information 
and associated assets 
when required 

 

The disruption of 
access to or use of 
information or an 
information system 
could be expected to 
have a limited 
adverse effect on 
organizational 
operations, 
organizational assets, 
or individuals. 

 

The disruption of 
access to or use of 
information or an 
information system 
could be expected to 
have a serious 
adverse effect on 
organizational 
operations, 
organizational assets, 
or individuals. 

 

The disruption of 
access to or use of 
information or an 
information system 
could be expected to 
have a severe or 
catastrophic adverse 
effect on 
organizational 
operations, 
organizational assets, 
or individuals. 

 

There are many risk assessment methods you can choose from, such as those that are prevalent 
in your industry. For example, if your company is in the oil industry, you might find there are risk 
assessment methods related to that industry. 
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What you will need: If you are unfamiliar with risk assessment methods, you might want to refer 
to these published examples: 

• ISO 13335 (Management of information and communications technology security) 

• NIST SP 800-30 (Risk Management Guide for Information Technology Systems) 

• http://csrc.nist.gov/publications/nistpubs/ 

• Risk assessment methods that are specific to the industry of your organization. 

Results: When you have completed this step, you should have a document that explains how 
your organization will assess risk, including: 

• the organization's approach to information security risk management 

• criteria for information security risk evaluation and the degree of assurance required 

Note: In subsequent steps, which are described in this guide, you will add more information to 
this document, which will define the assets that need to be protected, the risks associated with 
each of those assets, and a list of the controls that will be used to reduce or eliminate the risks. 

For additional guidance, refer to the following example. 
  

http://csrc.nist.gov/publications/nistpubs/
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Example of Table of Contents for Risk Assessment Document  

This example provides a possible outline for a risk assessment document that defines the risk 
assessment methodology. 

 

Table of Contents 

Introduction 

Preparation 

- Scope and boundaries 

 - Security Objectives and Security Requirements 

- Acceptable Risks 

- Description of Major Vulnerabilities 

- Description of Major Threats  

- Residual Risks 

Uncertainty Analysis 

- Assumptions 

- External Dependencies 

Planned Improvements  

- Effectiveness of Controls  

- Planned Controls 

- Assessment of Residual Risk 

Key and definitions 

-Risk Value Colour Scale 

-Definitions of Confidentiality, Integrity, Availability, Accountability and the 
Consequences of Their Absence 

-Definitions of key terms (such as asset, risk, threat vulnerability, information, 
data, control) 

 
  



 

 

 

ISO 27001 ISMS Implementation Handbook v5.0  © deGRANDSON Global (2021) 

26 5 The Planning Phase 

5.2 Create an inventory of Information Assets to protect (#11) 

 

To identify risks and the levels of risks associated with the information you want to protect, you 
first need to make a list of all your information assets that are covered in the scope of the ISMS. 

What you will need: You will need the scope that you defined in step 3 and input from the 
organization that is defined in your scope regarding its information assets. 

Result: When you have completed this step, you should have a list of the information assets to be 
protected and an owner for each of those assets. You might also want to identify where the 
information is located and how critical or difficult it would be to replace. 

This list should be part of the risk assessment methodology document that you created in the 
previous step. Because you will need this list to document your risk assessment, you might want 
to group the assets into categories and then make a table of all the assets with columns for 
assessment information and the controls you choose to apply. (You will perform these activities 
in subsequent steps of this guide.) 

 

Example of an Inventory of Information Assets 

The following example shows an asset table with additional columns for the later addition of 
assessment information. 

As a result, the inventory of assets is incorporated into the Risk Assessment document. 

 

Risk Assessment 

Asset Details Owner Location CIA 

profile 

Replacement 
value 

Risk 
Summary 

Risk 
Value 

Control Sufficient 
control? 

Strategic 
Information 

Medium 
and 
long-
term 
plans 

CEO CEO PC  High     

Project 
plans 

Short 
term 
plans. 

CEO CEO PC  Medium     
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5.3 Conduct Risk Assessment (#12) 

5.3.1 Identify risks 

Next, for each asset you defined in the previous step, you will need to identify risks and classify 
them according to their severity and vulnerability. In addition, you will need to identify the impact 
that loss of confidentiality, integrity, and availability may have on the assets. 

To begin identifying risks, you should start by identifying actual or potential threats and 
vulnerabilities for each asset. 

A threat is something that could cause harm. For example, a threat could be any of the following: 

• A declaration of the intent to inflict harm or misery 
• Potential to cause an unwanted incident, which may result in harm to a system or 

organization and its assets 
• Intentional, accidental, or man-made act that could inflict harm or an act of God (such as 

a hurricane or tsunami) 

A vulnerability is a source or situation with a potential for harm (for example, a broken window is 
a vulnerability; it might encourage harm, such as a break in). 

A risk is a combination of the likelihood and severity or frequency that a specific threat will occur. 

What you will need: 

• The list of assets that you defined in the previous step 
• The risk assessment methodology you defined in step 5 

For each asset, you should identify vulnerabilities that might exist for that asset and threats that 
could result from those vulnerabilities. It is often helpful to think about threats and vulnerabilities 
in pairs-with at least one pair for each asset and possibly multiple pairs for each asset. 

Results: For each asset, you will have a threat and vulnerability description and, using your Risk 
Assessment methodology, you will assign levels of confidentiality, integrity, and availability to 
that asset. 

If you used a table for step 6, you can add this information to that table, as shown in the 
following example. 
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Example of Risk Identification 

Note:  In the following example, the Risk Summary column describes the threat and vulnerability. 
The CIA profile classifies the asset's confidentiality, integrity, and availability. 

 

Risk Assessment 

Asset Details Owner Location CIA 

profile 

Replacement 
value 

Risk Summary Risk 
Value 

Control Sufficient 
control? 

Strategic 
Information 

Medium 
and 
long-
term 
plans 

CEO CEO PC  High Disclosure 
(gives 
advantage 
to third 
party) 

   

Project 
plans 

Short 
term 
plans. 

CEO CEO PC  Medium Disclosure 
(gives 
advantage 
to 
competitor); 
company 
might lose 
business 
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5.3.2 Evaluate the risks 

After you have identified the risks and the levels of confidentiality, integrity, and availability, you 
will need to assign values to the risks. 

The values will help you determine if the risk is tolerable or not and whether you need to 
implement a control to either eliminate or reduce the risk. 

To assign values to risks, you need to consider: 

• The value of the asset being protected 
• The frequency with which the threat or vulnerability might occur 
• The damage that the risk might inflict on the company or its customers or partners 

For example, you might assign values of Low, Medium, and High to your risks. To determine 
which value to assign, you might decide that if the value of an asset is high and the damage from 
a specified risk is high, the value of the risk should also be high, even though the potential 
frequency is low. Your Risk Assessment Methodology document should tell you what values to 
use and might also specify the circumstances under which specific values should be assigned. 

Also, be sure to refer to your Risk Assessment Methodology document to determine the 
implication of a certain risk value. For example, to keep your ISMS manageable, your Risk 
Assessment Methodology might specify that only risks with a value of Medium or High will 
require a control in your ISMS. Based on your business needs and industry standards, risk will be 
assigned appropriate values. 

What you will need: 

• Lists of assets and their associated risks and CIA levels, which you created in the previous 
step. 

• Possibly input from management as to what level of risk they are willing to accept for 
specific assets. 

Results: When you have completed your assessment, you will have identified which information 
assets have intolerable risk and therefore require controls. You should have a document 
(sometimes referred to as a Risk Assessment Report) that indicates the risk value for each asset. 

In the next step you will identify which controls might be applicable for the assets that require 
control in order to reduce the risk to tolerable levels. 

This document can either be standalone or it can be part of an overall Risk Assessment document 
that contains your risk assessment methodology and this risk assessment. 

If you used a table similar to the one in the preceding examples, your result after completing this 
step might look like the following example: 
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Example of simple Risk Assessment 

 

Risk Assessment 

Asset Details Owner Location CIA 

profile 

Replacement 
value 

Risk 
Summary 

Risk 
Value 

Control Sufficient 
control? 

Strategic 
Information 

Medium 
and long-
term plans 

CEO CEO PC  High Disclosure 
(gives 
advantage to 
third party) 

High   

Project plans Short term 
plans. 

CEO CEO PC  Medium Disclosure 
(gives 
advantage to 
competitor); 
company 
might lose 
business 

Medium   

HR 
documents 

Employee 
records 

Company 
Board 

HR 
Management 
Company 

C: High  

I: High  

A: Low 

Medium Disclosure of 
personal 
information 

Medium   
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5.4 Identify applicable objectives and controls  

 

Next, for the risks that you've determined to be intolerable, you must take one of the following 
actions: 

• decide to accept the risk, for example, actions are not possible because they are out of your 
control (such as natural disaster or political uprising) or are too expensive. 

• transfer the risk, for example, purchase insurance against the risk, subcontract the activity 
so that the risk is passed on to the subcontractor, etc. 

• reduce the risk to an acceptable level through the use of controls. 

To reduce the risk, you should evaluate and identify appropriate controls. These controls might be 
controls that your organization already has in place or controls that are defined in the ISO 27002 
standard. 

(Note: An examination of the controls that you already have in place against the standard and then 
using the results to identify what controls are missing is commonly called a "gap analysis.") 

What you will need: 

• Annex A of ISO 27001. This appendix summarizes controls that you might want to choose 
from. 

• ISO 27002, which provides greater detail about the controls summarized in ISO 27001. 
• Procedures for existing corporate controls 

Results: You should end up with two documents by completing this step: 

• A Risk Treatment Plan 
• A Statement of Applicability 

 

For additional help with creating a Statement of Applicability and a Risk Treatment Plan, refer to the 
two sets of examples that follow. 

 

5.4.1 Develop Statement of Applicability (#13) 

The Statement of Applicability (SOA) documents the control objectives and controls selected from 
Annex A. The Statement of Applicability is usually a large table in which each control from Annex A of 
ISO 27001 is listed with its description and corresponding columns that indicate whether that control 
was adopted by the organization, the justification for adopting or not adopting the control, and a 
reference to the location where the organization's procedure for using that control is documented. 

The SOA can be part of the Risk Assessment document; but usually it is a standalone document 
because it is lengthy and is listed as a required document in the standard. 
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Example of Statement of Applicability 

The following is an excerpt of a Statement of Applicability document.  

 

Control 
Ref. 

Control title Applicable Compliance Statement Reference 

A.5 Information Security 

A.5.1 Management Direction for information security 

Objective: To provide management direction and support for information security in accordance 
with business requirements and relevant laws and regulations 

A.5.1.1 Policies for 
information 
security 

 

 

Yes A set of policies for 
information security shall be 
defined, approved by 
management, published and 
communicated to employees 
and relevant external parties. 

Company Security 
Policy Manual 

A.5.1.2 Review of the 
policies for 
information 
security 

 

Yes The policies for information 
security shall be reviewed at 
planned intervals or if changes 
occur to ensure their 
continuing suitability, 
adequacy and effectiveness. 

Roles & 
Responsibilities 
Document 

A.6 Organisation of Information Security 

A.6.1 Internal Organisation 

Objective: To establish a management framework to initiate and control the implementation and 
operation of information security within the organisation 

A.6.1.1 Information 
security roles and 
responsibilities 

Yes All information security 
responsibilities shall be 
defined and allocated. 

Roles & 
Responsibilities 
Document 

A.6.1.2 Segregation of 
duties 

Yes Conflicting duties and areas of 
responsibilities shall be 
segregated to reduce 
opportunities for unauthorised 
and unintentional modification 
or misuse of the organisations’ 
assets. 

Individual Job 
Descriptions (incl. 
roles, responsibilities 
and IS limitations. 

A.6.1.3 Contact with 
authorities 

Yes Appropriate contacts with 
relevant authorities shall be 
maintained. 

[TBD IS Security 
Procedure] 
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The layout, and some of the text, is based on Annex A ‘Reference Control Objects and Controls’ in 
ISO 27001:2021. 

 The Reference column identifies the location where the statement of policy or detailed procedure 
related to the implementation of the control is documented/located. 

The last item in the Reference column is, as you can see, incomplete because at this stage you might 
not have a complete set of policies and procedures for all controls.  

Section 5.4.3, Set up policy and procedures to control risks (#15), addresses the creation of additional 
procedures so that you can complete the Statement of Applicability. 
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5.4.2 Develop a Risk Treatment Plan (#14) 

The Risk Treatment Plan documents the following: 

• the method selected for treating each risk (accept, transfer, reduce) 
• which controls are already in place 
• what additional controls are proposed 
• the time frame over which the proposed controls are to be implemented 

Examples of Risk Treatment Plan: 

If you used a table as described in the preceding steps, the control analysis portion of your Risk Treatment Plan could be covered by the Control column and 
the Sufficient Control column, as shown in the following example.  

 

Risk Assessment with Control Analysis 

Asset Details Owner Location CIA 

profile 

Replacement 
value 

Risk Summary Risk Value Control Sufficient 
control? 

Strategic 
Information 

Medium 
and long-
term plans 

CEO CEO PC  High Disclosure 
(gives 
advantage to 
third party) 

High 15.1.1 Yes 

Project plans Short term 
plans. 

CEO CEO PC  Medium Disclosure 
(gives 
advantage to 
competitor); 
company might 
lose business 

Medium 15.1.1 Yes 
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Risk Assessment with Control Analysis 

Asset Details Owner Location CIA 

profile 

Replacement 
value 

Risk Summary Risk Value Control Sufficient 
control? 

HR documents Employee 
records 

Company 
Board 

HR 
Management 
Company 

C: High  

I: High  

A: Low 

Medium Disclosure of 
personal 
information 

Medium None; HR 
activities and 
documentation 
management 
outsourced 

Yes 

Note 1: The numbered controls refer to entries with these numbers in Annex A of the Standard. 

Note 2: Any risks that you transfer to others or that you choose to accept as they are should also be recorded in your treatment plan. 
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The remaining Risk Treatment Plan requirements could be met by adding to this table and by 
explaining the methods used for treating risk and the time frame in which the controls will be 
implemented to a Risk Assessment Methodology document, like the one you created in step 5. 

Your revised document contents might look like the following example: 
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Example of Risk Assessment Document with Assessment Information and SOA Included 

 

Table of Contents 

Introduction 

Preparation 

- Scope and boundaries 

 - Security Objectives and Security Requirements 

- Acceptable Risks 

- Description of Major Vulnerabilities 

- Description of Major Threats  

- Residual Risks 

Uncertainty Analysis 

- Assumptions 

- External Dependencies 

Planned Improvements  

- Effectiveness of Controls  

- Planned Controls 

- Assessment of Residual Risk 

Key and definitions 

-Risk Value Colour Scale 

-Definitions of Confidentiality, Integrity, Availability, Accountability and the 
Consequences of Their Absence 

-Definitions of key terms (such as asset, risk, threat vulnerability, information, data, 
control) 

Asset Valuation Risk Identification, Control Analysis (the Risk Assessment table) 

Statement of Applicability (could be a summary with pointer to detailed table in a 
separate document)  

- Rational for Selecting Controls 

- Rational for Excluding Controls 

Management Review Records 
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5.4.3 Set up policy and procedures to control risks (#15) 

 

For each control that you define, you must have corresponding statements of policy or in some 
cases a detailed procedure. The procedure and policies are used by affected personnel, so they 
understand their roles and so that the control can be implemented consistently. 

The documentation of the policy and procedures is a requirement of ISO 27001. 

What you will need: To help you identify which procedures you might need to document, refer to 
your Statement of Applicability. To help you write your procedures so that they are consistent in 
content and appearance, you might want to create some type of template for your procedure 
writers to use. 

Results: Additional policy and procedure documents. (The number of documents you produce will 
depend on the requirements of your organization.) 

Some of these procedures might also generate records. For example, if you have a procedure that 
all visitors to your facility must sign a visitors’ log, the log itself becomes a record providing evidence 
that the procedure has been followed. 

Clause 7.5 of ISO 27001:2013 requires that all documents and records that are part of your ISMS be 
properly controlled.  Therefore, policy and procedure documents must also be created to address 
these controls. 

 

Example listing of ISMS Policies and Procedures 

The example below is a sample list. It does include all the documents which the Standard requires 
you to maintain.  These are identified by the asterisk (*) that follows the document name. 

The total number of policies, procedures, and records that you will require as part of your ISMS will 
depend on a number of factors, including the number of assets you need to protect and the 
complexity of the controls you need to implement. The example that follows shows a partial list of 
one organization's set of documents: 
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LIST OF ISMS DOCUMENTS 

• Security Manual incl. Scope of the ISMS * 

• Information Security Policy and Objectives * 

• Acceptable use of assets policy * 

• Access control policy * 

• Supplier security policy * 

• Inventory of assets * 

• Risk Assessment and Risk Treatment Methodology * 

• Statement of Applicability * 

• Risk treatment plan * 

• Risk assessment report * 

• Definition of security roles and responsibilities * 

• Procedure 1: Workplace Security incl. secure system engineering principles * 

• Procedure 2: IT and Communications Management 

• Procedure 3: Document and Record Control 

• Procedure 4: Training 

• Procedure 5: Server Backups 

• Procedure 6: Business continuity * 

• Procedure 7: IS Incident management * 

• Procedure 8: Audit Programme and Schedule 

• Employee Records of training, skills, experience and qualifications * 

• Monitoring and measurement results * 

• Internal audit program reports and records * 

• Employee Review/Evaluation Records 

• Issues/Non-Conformances 

• Server and other IT Maintenance Records 

• Legal, regulatory, and contractual requirements * 
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5.5 Establish ISMS Objectives and plan to 
achieve them (#16 & 20) 

Top management may establish Information 
Security objectives at the strategic level, the tactical 
level or the operational level. The strategic level 
includes the highest levels of the organization and 
the Information Security objectives can be 
applicable to the whole organization. The tactical 
and operational levels can include Information 
Security objectives for specific units or functions 
within the organization and should be compatible 
with its strategic direction. 

What you will need:  

Choose Information Security Objectives within the 
scope of the ISMS and communicate these to the 
persons working under the organization’s control 
who can influence the achievement of Information 
Security objectives. 

Note 1: The requirement to “take into account 
significant Information Security assets” does not 
mean that an Information Security objective has to 
be established for each significant Information 
Security asset, however, these have a high priority 
when establishing Information Security objectives. 

Note 2: “Consistent with the Information Security 
policy” means that the Information Security 
objectives are broadly aligned and harmonized with 
the commitments made by top management in the 
Information Security policy, including the 
commitment to continual improvement. 

Indicators are selected to evaluate the achievement 
of measurable Information Security objectives. 
“Measurable” means it is possible to use either 
quantitative or qualitative methods in relation to a 
specified scale to determine if the Information 
Security objective has been achieved.  

Note 3: By specifying “if practicable”, the Standard 
acknowledges that there can be situations when it is 
not feasible to measure an Information Security 
objective.  However, it is important that the 
organization can determine whether an Information 
Security objective has been achieved. 

• Do we have an existing 
process for setting and 
reviewing Information 
Security objectives and 
targets? 

• If so, does that process need 
to be revised? In what 
way(s)? 

• Who needs to be involved in 
this process within our 
organization? 

• Should any outside parties be 
involved? 

• When is the best time for us 
to implement this process?  

• Can it be linked to another 
existing organizational 
process (like our annual or 
strategic planning process?) 

• What are our existing 
Information Security goals?  

• How were these developed? 

• Who was involved? 

• What factors were 
considered in setting these 
goals? 

• Who are our interested 
parties? 

• How do we obtain their 
views? 

• How effective has our 
process been? 

• How can we effectively and 
efficiently track our progress 
and communicate the 
results? 

• Who is in the best position to 
do this? 

 

Information Security 
Objectives 
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The plan documents the actions that must be taken within the ISMS to achieve the chosen 
Information Security Objectives, and these should be documented in a series of Information 
Security Action Plans. 

Simple Action Plans are all that is needed, the better perhaps to achieve the desired results.  Here is 
an example … 

 

 
  

IS Objective:  

No. Action By Due Date Completion 
Date 
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6 Operational Planning and Controls 

 

6.1 Determine the operational planning and control needs (#20) 

The type and extent of operational controls depend on the nature of the operations, the risks and 
opportunities, significant Information Security assets and compliance obligations.   

What you will need:  

You have the flexibility to select the type of 
operational control methods, individually or in 
combination, that are necessary to make sure the 
processes are effective and achieves the desired 
results.  

Such methods can include: 

a) designing processes in such a way as to prevent 
error and ensure consistent results; 

b) using technology to control processes and 
prevent adverse results (i.e. engineering 
controls); 

c) using competent personnel to ensure the desired 
results; 

d) performing processes in a specified way; 

e) monitoring or measuring processes to check the 
results; 

f) determining the use and amount of documented 
information necessary. 

Results: 

A series of operational controls set out in 
operational documentation (e.g. induction training, 
awareness training, procedures, work instructions, 
test methods, record keeping, incident logs, etc.). 

This is a practical application of the thinking that 
Information Security assets are best controlled by 
associated operational controls being incorporation 
into day-to-day routine activities so that appropriate 
behaviours become a habit for all personnel. 

Specific responsibilities (e.g. daily checking of server 
logs) should be formal responsibilities documented 
in the relevant Job Descriptions (or equivalent).   

• Have we identified operations 
and activities associated with 
significant Information Security 
aspects, legal requirements and 
Information Security objectives? 

• If not, how will this be 
accomplished? 

• Who should be involved? 

• What operations and activities 
are associated with significant 
Information Security assets? 

• What operations and activities 
are associated with legal 
requirements? 

• What operations and activities 
are associated with Information 
Security objectives and targets? 

• How are the above operations 
and activities controlled? (list 
methods) 

• How do we know whether these 
controls are adequate (i.e., to 
manage significant aspects, to 
ensure compliance, to achieve 
objectives? 

• How do we train employees and 
contractors on relevant 
operating controls? 

• If new controls are needed (or 
existing ones need to be 
revised), what is our process for 
doing so? 

• Who needs to be involved in this 
process? 

Operational Control 
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6.2 Identify Monitoring and Measurement Needs (incl. Calibration) (#21) 

Operational controls inevitably include various 
monitoring and measuring activities.  Measurements 
should be conducted under controlled conditions 
with appropriate processes for assuring the validity 
of results such as:   

• selecting sampling and data collection 
techniques,  

• adequate calibration or verification of monitoring 
and measurement equipment,   

• measurement standards traceable to 
international or national measurement standards,   

• use of qualified personnel, and   

• use of suitable quality control methods that 
includes data interpretation and trending.   

What you will need:  

To ensure that calibrated or verified monitoring and 
measurement equipment is used and maintained, as 
appropriate. 

There is no specific requirement in ISO 27001:2013 
for a formal Calibration Control System. If, however, 
your organization has one already established 
(perhaps as required for compliance with the quality 
management system standard ISO 9001:2021), you 
should ensure that monitoring and measuring 
devices required for Information Security monitoring 
are included in the system.  

Results: 

Selected monitoring and measuring activities such 
as… 

• No. of attempted IS breaches 
• No of successful IS breaches 
• No of hardware failures 
• Temperature and humidity control of server room 
• No of Laptops, mobile phones and other ICT 

devices reported lost 
• No of attempted break-ins to premises 
• Percentage of employees completing 

Information Security training 
• Average time for resolving nonconformities 

  

• Have we identified operations 
and activities associated with 
significant Information 
Security assets, legal 
requirements and 
Information Security 
objectives?  If, not how will 
this be accomplished? 

• What type(s) of monitoring 
and measurement do we 
need to ensure that 
operational controls are 
being implemented correctly? 

• What type(s) of monitoring 
and measurement do we 
need to ensure that we are 
complying with applicable 
legal requirements? 

• What type(s) of monitoring 
and measurement do we 
need to ensure that we are 
achieving our Information 
Security objectives & targets? 

• How do we identify the 
equipment used for any of 
the monitoring or 
measurement listed above?  If 
not, how will this be 
accomplished? 

• How will we ensure that 
monitoring and measurement 
equipment is properly 
calibrated and maintained? 

• What process do we have to 
periodically evaluate 
compliance with legal 
requirements?  How effective 
is this process? 

Monitoring & Measuring 
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6.3 Establish Operational Controls and Monitoring (#20 cont’d) 

Having previously decided what operational controls were required, it is now time to arrange for 
their implementation. 

What you will need:  

Arrange for the purchase, delivery, installation and commissioning of all infrastructural resources 
and of monitoring and measuring devices required.  Typical operational controls include … 

• CCTV systems 

• PIRs – motion detectors – connected to an intruder alarm system 

• Manned patrols outside normal working hours 

• Key-Fob entry controls 

• Encryption software for servers, data transmission, email communications, desktop 
workstations, laptops, mobile phones, etc. 

Results: 

All physical resources needed for operating and for monitoring and measurement are ready for use.  
Ensure that, wherever possible, commissioning includes simulations and actual trials to demonstrate 
the capabilities of the equipment concerned.   
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7 Develop the mandatory and other 
Documentation required (#19) 

For each control that you define, you must have 
corresponding statements of policy or in some cases 
a detailed procedure. The procedure and policies are 
used by affected personnel, so they understand 
their roles and so that the control can be 
implemented consistently. 

The documentation of the policy and procedures is a 
requirement of ISO 27001. 

What you will need: To help you identify which 
procedures you might need to document, refer to 
your Information Security Risk Treatment Plan.  

To help you write your procedures so that they are 
consistent in content and appearance, you might 
want to create some type of template for your 
procedure writers to use. 

Results: Additional policy and procedure documents. 
(The number of documents you produce will depend 
on the requirements of your organization.) 

Some of these procedures might also generate 
records. For example, if you have a procedure that 
all visitors to your facility must sign a visitors’ log, 
the log itself becomes a record providing evidence 
that the procedure has been followed. 

Clause 7.5 of ISO 27001:2013 requires that all 
documents and records that are part of your ISMS 
be properly controlled.  Therefore, policy and 
procedure documents must also be created to 
address these controls. 

Generally (there are a few exceptions), the 
comparison between the versions can be stated 
as… 

‘Documented procedures’ previously =   
‘Maintain documented information’ in ISO 
27001:2013 

  
  

(e.g. Procedures) 

• Do we have existing 
documentation of our ISMS? 

• If yes, how is this ISMS 
documentation maintained 
(electronically? In paper 
form?) 

• Who is responsible for 
maintaining ISMS 
documentation within our 
organization? 

• Do we have an ISMS manual 
or other summary document 
that describes the key 
elements of the ISMS? 

• If so, does this document 
describe the linkages among 
system elements? 

• What does our ISMS 
documentation consist of? 
(List components such as 
Information Security policy, 
ISMS manual, activity-level 
procedures or work 
instructions, IS Incident plans, 
etc.) 

• Is our ISMS documentation 
integrated with other 
organizational 
documentation (such as 
human resource plans or 
quality procedures)? 

• If so, how do we ensure 
proper coordination between 
Information Security and 
these other functions? 

• How will we keep our ISMS 
documentation up-to-date? 

 

Maintained Documentation 
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‘Records’ previously = ‘Retain documented information’ in ISO 27001:2013 

 

Requirements to maintain documented information are detailed throughout the standard and some 
examples are given. Please read the standard carefully, particularly Clause 7.5, Documented 
Information. 

 

7.1 The specific requirements for 
documented information… 

The Standard calls for documented information in 
the 22 instances listed below… 

4.3 Scope 

5.2  Information Security (IS) Policy 

6.1.2 Retain documented information about the 
information security risk assessment process. 

6.1.3  Retain documented information about the 
information security risk treatment process, 
including… 

• a Statement of Applicability that contains the 
necessary controls and justification for inclusions, 
whether they are implemented or not, and  

• the justification for exclusions of controls from 
Annex A; 

6.2 Retain documented information on the 
information security objectives. 

7.2  Documented information as evidence of 
competence 

8.1  Documented information to the extent 
necessary to have confidence that the implementation of processes have been carried out 
as planned 

8.2 Retain documented information of the results of the information security risk assessments. 

8.3 Retain documented information of the results of the information security risk treatment. 

9.1  Retain appropriate documented information as evidence of the monitoring and 
measurement results. 

9.2 retain documented information as evidence of the audit programme(s) and the audit results 
(note that there are two requirements here). 

9.3  Documented information as evidence of the results of the management reviews 

• What records are kept? 

• Have we decided… 

• who keeps them? 

• where are they kept? 

• how are they kept? 

• how long are they kept? 

• how are they accessed? 

• how are they disposed of? 

• Have we identified what 
records need to be 
maintained? Where is this 
defined? 

• Have we determined records 
retention times? Where is this 
defined? 

• Have we established an 
effective storage and 
retrieval system? 

 

Retained Documentation 
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10.2  Documented information as evidence of…. 

• the nature of the nonconformities and any subsequent actions taken; 

• the results of any action and corrective action, including their effectiveness. 

Additionally, in Annex A there are nine instances where documentary evidence is specified. Whether 
you will need to have such documentation will depend on whether the control in question is 
applicable to your ISMS. The instances are… 

• A.8.1.3 

• A.9.1.1 

• A.12.1.1 

• A.13.2.4 

• A.14.2.5 

• A.15.1.1 

• A.16.1.5 

• A.20.1.2 

• A.21.1.1 

 

Note:    There are many instances in the standard where you will be challenged for evidence of 
compliance with a requirement.  The most obvious response in many instances will be for 
documentary evidence to be produced. For example, in 5.3 evidence that ‘responsibilities and 
authorities for roles relevant to information security are assigned and communicated’ and that 
‘reporting on the performance of the information security management system to top 
management’. So, read the Standard carefully to decide what additional documentation you will 
need to maintain/retain. 

 

7.2 Example listing of ISMS Policies and Procedures 

The example is a sample list. It does include all the documents which the Standard requires you to 
maintain.  These are identified by the asterisk (*) that follows the document name. It is common for 
policies to be gathered together in the ISMS Manual rather than documenting them separately. 

The total number of policies, procedures, and records that you will require as part of your ISMS will 
depend on several factors, including the number of aspects you need to protect, and the complexity 
of the controls you need to implement.  

The example that follows shows a partial list of one organization's set of documents: 

List of typical ISMS Documents 

Information Security Manual incl. Scope of the ISMS * 

Information Security Policy and Objectives * 

Mobile device policy * 

Teleworking policy * 

Cryptographic policy * 
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Clear desk and screen policy * 

Backup policy * 

Information transfer policies * 

Secure development policy * 

Acceptable use of assets policy * 

Access control policy * 

Supplier Information Security policy * 

Inventory of assets * 

Risk Assessment and Risk Treatment Methodology * 

Statement of Applicability * 

Risk treatment plan * 

Risk assessment report * 

Definition of Information Security roles and responsibilities * 

Procedure 1: Workplace Information Security incl. secure system engineering 
principles * 

Procedure 2: IT and Communications Management 

Procedure 3: Document and Record Control 

Procedure 4: Training 

Procedure 5: Server Backups 

Procedure 6: Business continuity * 

Procedure 7: Information Security Incident management * 

Procedure 8: Audit Programme and Schedule 

Records: 

• Employee Records of training, skills, experience and qualifications * 

• Monitoring and measurement results * 

• Internal audit program reports and records * 

• Employee Review/Evaluation Records 

• Issues/Non-Conformances 

• Server and other IT Maintenance Records 

• Legal, regulatory, and contractual requirements * 

• Management Review Records 
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Other Useful Documents: 

Appendix B gives some comprehensive lists of typical ISMS Documentation including… 

• Basic ISMS Policy Manual 

• Information Security Management Programme Description 

• ISMS Policies 

• Other typical ISMS Documents 

7.3 The specific requirements for retained documents… 

The Standard call for retention of documentation (records) in 7 Clauses.  These are… 

a) 6.1.2  Information security risk assessment 
b) 6.1.3  Information security risk treatment 
c) 6.2  Information security objectives and planning to achieve them 
d) 7.2     Competence 
e) 8.2  Information security risk assessment 
f) 8.3  Information security risk treatment 
g) 9.2  Internal audit programme 
h) 9.3     Management review 
i) 10.1  Nonconformity and corrective action 

Typical record keeping is substantially more comprehensive that these 7 instances.  Dozens of 
records would be more typical.  See ISMSP-004: Control of Retained Documentation, for details. 

Useful Documents: 

• ISMSP-004: Control of Retained Documentation  
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8 Determine and secure the required Resources (#21) 

Resources are needed for the effective functioning and improvement of the Information Security 
management system and to enhance Information Security performance. Top management should 
ensure that those with Information Security management system responsibilities are supported 
with the necessary resources. Internal resources may be supplemented by external provider. 

Resources can include human resources, natural resources, infrastructure, technology and financial 
resources. Examples of human resources include specialized skills and knowledge. Examples of 
infrastructure resources include the organization’s buildings, equipment, intruder alarm systems 
and anti-virus and anti-malware software. 

What you will need: 

Adequate resources (people, time, money) to be allocated to the operation of the ISMS and all 
Information Security controls. In addition, the staff who must work within the ISMS (maintaining it 
and its documentation and implementing its controls) must receive appropriate training. 

Results:  

Specifically, for the Human Resource, the success of the training program should be monitored to 
ensure that it is effective. Therefore, in addition to the training program, you should also establish a 
plan for how you will determine the effectiveness of the training. 
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9 Pre-launch Activities 

 

9.1 Deliver Employee Awareness Training (#22) 

Awareness of the Information Security policy should not be taken to mean that the commitments 
need to be memorized or that persons doing work under the organization’s control have a copy of 
the documented Information Security policy. Rather, these persons should be aware of its 
existence, its purpose and their role in achieving the commitments, including how their work can 
affect the organization’s ability to fulfil its compliance obligations. 

What you will need:  

To conduct awareness training for all staff members regarding the ISMS with special emphasis on 
the three basic commitments of the Information Security policy: 

1) Policies and procedures to protect data; 
2) fulfil the organization’s compliance obligations; 
3) continually improve the ISMS enhance Information Security performance 

Results: 

All staff will be aware of the existence and purpose of the ISMS and of their role in achieving the 
organisation’s Information Security commitments, including how their work can affect the 
fulfilment of the organization’s compliance obligations. 
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9.2 Establish Internal and External Communications (#23) 

Communication allows the organization to provide 
and obtain information relevant to its Information 
Security management system, including information 
related to its, Information Security performance, 
compliance obligations and recommendations for 
continual improvement. Communication is a two-way 
process, in and out of the organization. 

What you will need: 

To provide a process and or procedure to facilitate 
on-going internal and external communication of the 
ISMS’s status. 

When establishing its communication processes, the 
internal organizational structure should be 
considered to ensure communication with the most 
appropriate levels and functions. A single approach 
can be adequate to meet the needs of many different 
interested parties, or multiple approaches might be 
necessary to address specific needs of individual 
interested parties. 

The information received by the organization can 
contain requests from interested parties for specific 
information related to the management of its 
Information Security assets or can contain general 
impressions or views on the way the organization 
carries out that management. These impressions or 
views can be positive or negative. In the latter case 
(e.g. complaints), it is important that a prompt and 
clear answer is provided by the organization. A 
subsequent analysis of these complaints can provide 
valuable information for detecting improvement 
opportunities for the Information Security 
management system. 

Results: 

The organization will provide internal and external 
communication regarding the ISMS, which is… 

• transparent, i.e. the organization is open in the 
way it derives what it has reported on; 

• appropriate, so that information meets the needs of relevant interested parties, enabling 
them to participate; 

• truthful and not misleading to those who rely on the information reported; 

• factual, accurate and able to be trusted; 

• inclusive of all relevant information; 

• Who are our key external 
stakeholders? 

• How were these 
stakeholders identified? 

• Regarding our organization, 
what are the key concerns 
of these stakeholders? 

• How do we know this? 

• What methods do we use 
for external 
communications? Which 
appear to be the most 
effective? 

• Who has primary 
responsibility for external 
communications? 

• How do we gather and 
analyse information to be 
communicated? 

• Who has responsibility for 
this? 

• How do we communicate 
internally (as well as with 
our suppliers and 
contractors)?  

• What processes do we have 
to respond to internal 
inquiries, concerns and 
suggestions? 

• How effective are these 
methods? 

 

Communications 
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• understandable to interested parties. 

9.3 Finalise & issue ISMS Documentation (#24) 

You will need to ensure that all requirements for ‘Documented information’ in ISO 27001:2013 have 
been addressed. 

What you will need: 

As part of the alignment with other management 
systems standards a common clause on 
‘documented information’ has been adopted.  The 
terms “documented procedure” and “record” have 
both been replaced throughout the requirements 
text by “documented information”.  

The primary focus should be on the implementation 
of the Information Security management system 
and on Information Security performance, not on a 
complex documented information control system. 

In addition to the documented information required 
in specific clauses of the Standard, an organization 
may choose to create additional documented 
information for purposes of … 

• ease of control of the ISMS processes, 

• transparency,  

• accountability,  

• continuity,  

• consistency,  

• training, or  

• ease in auditing. 

Documented information originally created for 
purposes other than the Information Security 
management system may be used. The documented 
information associated with the Information 
Security management system may be integrated 
with other information management systems 
implemented by the organization. It does not have 
to be in the form of a manual. 

Results: 

An organization will create and maintain 
documented information in a manner sufficient to 
ensure a suitable, adequate and effective 
Information Security management system. 
  

• Do we have an existing 
process for controlling ISMS 
documents? 

• If yes, does that process need 
to be revised? In what way? 

• Who needs to be involved in 
this process within our 
organization? 

• Who needs access to 
controlled copies of ISMS 
documents? How do we 
ensure that they have access? 

• How do we ensure that ISMS 
documents are periodically 
reviewed and updated as 
necessary? 

• Who has authority to 
generate new documents or 
modify existing ones? 

• How is this process managed? 

• How are users alerted to the 
existence of new ISMS 
documents or revisions to 
existing ones? 

• How do we ensure that 
obsolete documents are not 
used? 

• Is our ISMS document control 
process integrated with 
other organizational 
functions (such as quality)? 

• If so, how do we ensure 
proper coordination between 
Information Security and 
other functions? 

 

Documentation 
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9.4 Complete Job-specific Training (#25) 

We considered the human resource previously in 
Section 9.  The competency of that resource is a 
critical factor when it comes to the effectiveness of 
the ISMS.   

Competency is defined as a suitable combination of 
expertise, experience, qualification and training.   

The competency requirements of the Standard apply 
to persons working under the organization’s control 
who affect its Information Security performance, 
including persons: 

a. whose work has the potential to cause a 
significant Information Security impact; 

b. who are assigned responsibilities for the ISMS, 
including those who: 

• determine and evaluate Information Security 
impacts or compliance obligations; 

• contribute to the achievement of an 
Information Security objective; 

• respond to IS Incident situations; 

• perform internal audits; 

• perform evaluations of compliance. 

What you will need:  

To provide objective evidence (usually in the form of 
training/competency records) for each individual 
concerned demonstrating that they are competent. 

Results: 

The organisation will have available competent staff 
familiar with the procedures and arrangements 
regarding the ISMS that impacts on their area of 
operation.  In particular, they will be fully aware of 
their personal role and responsibilities regards the 
ISMS. 

The success of the training program should be 
monitored to ensure that it is effective. Therefore, in 
addition to the training program, you should also 
establish a plan for how you will determine the 
effectiveness of the training. 

You will need: 

• A list of the employees who will work within the 
ISMS 

• Do we have an existing process 
for Information Security 
training? 

• If so, does that process need to 
be revised? In what way? 

• What types of training do we 
provide now (e.g., new 
employee orientation, 
contractor training, safety 
training)? 

• How would ISMS-related 
training fit with our existing 
training program? 

• Who is responsible for training 
now? Who else might need to be 
involved within our 
organization? 

• How do we determine training 
needs now? (List methods used) 
Are these processes effective? 

• Who is responsible for ensuring 
that employees receive 
appropriate training? How do we 
track training to ensure we are 
on target? 

• How do we evaluate training 
effectiveness? (List methods 
used, such as course evaluation, 
post-training testing, behaviour 
observation) 

• How do we establish 
competency, where needed? 
(List methods used, such as 
professional certifications) 

• What are the key job functions 
and activities where we need to 
ensure Information Security 
competency? 

 

Competence 
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• All the ISMS procedures to use for identifying what type of training is needed and which 
members of the staff or interested parties will require training 

• B-Y-O-D, Clear Desk-Clear Screen and other applicable policies 
• Management agreement to the resource allocation and the training plans. 

Specific documentation is not required in the ISO standards. However, to provide evidence that 
resource planning and training has taken place, you should have some documentation that shows 
who has received training and what training they have received. In addition, you might want to 
include a section for each employee that lists what training they should be given. 

Also, you will probably have some type of procedure for determining how many people, how much 
money, and how much time needs to be allocated to the implementation and maintenance of your 
ISMS. It's possible that this procedure already exists as part of your business operating procedures 
or that you will want to add an ISMS section to that existing documentation. 

Example of Employee Training Record incl. competency check: 

The following example shows a template for an employee training record: 

Training Completed Name:  ID: 

Date 
Trained 

Element Trainer Trainee Checked by Comment 

 General Induction     

 Induction – OH&S     

 Induction – ISMS     

 Procedure 1     

 Procedure 2 etc     

 

Future Planned Training 

Date Due Element Trainer    

      

      

 

Note 1: The Trainer, Trainee and Checked by columns should be used to enter initials if 
completed by hand.  If electronic, enter electronic signatures instead. 

Note 2: The ‘Checked by’ column is used to confirm the successful evaluation of the 
training, that is, the trainee is confirmed as competent in that element of the training 
he/she has received. 

 

  



 

 

 

ISO 27001 ISMS Implementation Handbook v5.0  © deGRANDSON Global (2021) 

56 10 Go Live! Implement policies, procedures and Information Security objectives plan 
(#26) 

10 Go Live! Implement policies, procedures and Information 
Security objectives plan (#26) 

When the preceding 23 Steps have been completed, or as they neared completion, you will have 
chosen a ‘Go Live’ date for your ISMS.  And you’re now ready to… 

10.1 Deploy Policies 

What you will need:  

Ensure that all relevant staff members, especially top management’ are aware that the ISMS policies 
will come into force on the ‘Go Live’ date. 

If you have not already done so, ensure the ISMS policy documents are available on your 
organization’s intranet and/or web site. 

Also, advise suppliers, customers and other interested parties of the ‘Go Live’ date. 

Results: 

There is awareness throughout the organisation of ISMS Policies, essential for a successful launch 
and implementation of the ISMS. 

10.2 Implement the Risk Treatment Plan and other Procedures (#27) 

The implementation of new and revised procedures is the practical action that commences the 
implementation of the ISMS. 

What you will need:  

If you have not already done so, ensure that all ISMS procedure documents, and associated record 
forms, are available on your organization’s intranet and/or web site. 

Arrange for a general staff meeting, to be hosted by the CEO, to formally announce the 
implementation of the ISMS and the implementation of new/revised procedures related to the 
ISMS. A restatement of key points made during ISMS Awareness Training would also be helpful. 

Results: 

There is awareness throughout the organisation of ISMS Procedures and Records, essential for a 
successful launch and implementation of the ISMS. 

All staff are aware of the hour and date when the ISMS goes ‘live’.  

Come the set hour and date, the ISMS is ‘live’ and all associated policies and procedures apply 
throughout the site.   
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10.3 Control of nonconforming outputs 

 

After implementation of the ISMS, all nonconformities, that is, failure of the system to function as 
intended, need to be recorded and, where 
appropriate, corrective action to prevent recurrence 
taken and verified. 

A non-compliance is not necessarily elevated to a 
nonconformity if, for example, it is identified and 
corrected by the Information Security management 
system processes. Compliance-related 
nonconformities need to be corrected, even if those 
nonconformities have not resulted in actual non-
compliance with legal requirements. 

What you will need:  

Canvas colleagues at meetings and at informal get-
togethers (such as, coffee breaks) to ensure that 
any suspected or actual nonconformities are being 
reported. 

Results: 

Suspected non-conformance, especially if data loss is 
threatened, will be reported promptly and, thereby, 
permit early investigation and, where warranted, 
early corrective action. 

If colleagues fail to report possible nonconformities 
to a significant extent, you will find more non-
conformances than expected during internal audits.  
As such, internal audits function as a ‘safety net’ 
against under-reporting of non-conformance. 

Useful Documents: 

• ISMSP-009: Non-conformance and Corrective 
Action (see Appendix D) 

 

  

• Do we have an existing process 
for corrective action? 

• If yes, does that process need to 
be revised? If so, in what way? 

• Who needs to be involved in this 
process within our organization? 

• How are nonconformities and 
other potential system 
deficiencies identified? (List 
methods such as audits, 
employee suggestions, ongoing 
monitoring, etc.) 

• How do we determine the 
causes of nonconformities and 
other system deficiencies? How 
is this information used? 

• Do we evaluate the need for 
action to eliminate the causes of 
the nonconformity, in order that 
it does not recur or occur 
elsewhere? 

• How do we track the status of 
our corrective actions? 

• How is / can information on 
nonconformities and corrective 
actions be used within the ISMS 
(for example, in management 
review meetings, in employee 
training sessions, in review of 
procedures, etc.) 

• How do we ensure the 
effectiveness of our corrective 
actions? 

 

Corrective Action 
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11.  Establish IS Incident response processes 

It is the responsibility of each organization to be prepared and to respond to Information Security 
Incidents in a manner appropriate to its particular needs.   

What you will need:  

When planning its IS Incident response processes, 
the organization should consider: 

• the most appropriate methods for responding to 
an IS Incident situation; 

• internal and external communication processes; 

• the actions required to prevent or mitigate 
Information Security breaches; 

• mitigation and response actions to be taken for 
different types of IS Incident situations;  

• the need for post-IS Incident evaluation to 
determine and implement corrective actions;  

• periodic testing of planned IS Incident response 
actions; 

• training of IS Incident response personnel; 

• a list of key personnel and IS experts. 

Result:  

The IS Incident Plans and arrangements needed to 
address… 

a) potential IS Incident situations (such as data 
breaches, data loss, fires, explosions, and natural 
disasters) 

b) key organizational responsibilities (including IS 
Incident coordinator)? 

c) arrangements with local IS Incident support 
providers? 

d) IS Incident response procedures, including IS 
Incident communication procedures? 

e) training / testing of personnel, including the IS 
Incident response team (if applicable)? 

Useful Documents: 

• ISMSP-007: ISMS IS Incident Response (see 
Appendix D) 
  

• Have we reviewed our 
operations and activities for 
potential HIS Incident 
situations? 

• If not, how will this be 
accomplished? 

• Who should be involved? 

• Do our existing IS Incident 
plans describe how we will 
prevent incidents and 
associated Information 
Security impacts? 

• If not, how will this be 
accomplished? 

• Who should be involved? 

• Have we trained personnel 
on their roles and 
responsibilities during 
emergencies? 

• What IS Incident equipment 
do we maintain? How do we 
know that this equipment is 
adequate for our needs? 

• How do contractors and 
other visitors know what to 
do in an IS Incident situation? 

• When was our last IS Incident 
drill? Is there a plan / 
schedule for conducting 
future drills? 

• Have we established a 
feedback loop, so we can 
learn from our experiences? 

IS Incident Plans 
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12.  Monitor the effectiveness of the ISMS implementation (#28) 

To ensure that the ISMS is effective and remains current, suitable, adequate, and effective, ISO 
27001 requires: 

• Conduct periodic evaluation of performance and effectiveness of ISMS 

• Conduct periodic evaluation of fulfilment of compliance requirements 

• Periodic re-assessment of Risk Assessments (incl. after major breach or loss of data) 

• Periodic re-planning of Risk Treatment Plan 

• Periodic re-evaluation of Improvement Plans. 

• Periodic internal audits, 

• Management to review the ISMS at planned intervals. The review must include assessing 
opportunities for improvement, and the need for changes to the ISMS, including the 
Information Security policy and Information Security objectives, with specific attention to 
previous corrective or preventative actions and their effectiveness. 

The results of the assessments, audits and reviews must be documented, and records related to the 
reviews and audits must be maintained. 

 

12.1 Conduct periodic evaluation of performance and effectiveness of ISMS 

When determining what should be monitored and measured, in addition to progress on Information 
Security objectives, the organization should consider its significant Information Security assets, 
compliance obligations and operational controls. 

What you will need:  

The methods used by the organization to monitor and measure, analyse and evaluate should be 
defined in the Information Security management system, to ensure that: 

a) the timing of monitoring and measurement is coordinated with the need for analysis and 
evaluation results; 

b) the results of monitoring and measurement are reliable, reproducible and traceable; 
c) the analysis and evaluation are reliable and reproducible and enable the organization to 

report trends. 

Results: 

The Information Security performance analysis and evaluation results should be reported to those 
with responsibility and authority to initiate appropriate action. 

The organization should consider the results from analysis and evaluation of Information Security 
performance, evaluation of compliance, internal audits and management review when acting to 
improve. 

Examples of improvement include… 

• corrective action,  

• continual improvement,  

• breakthrough change,  

• innovation and  

• re-organization.  
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12.2 Conduct periodic evaluation of fulfilment of compliance requirements 

What you will need:  

The frequency and timing of compliance evaluations can vary depending on the importance of the 
requirement, variations in operating conditions, changes in compliance obligations and the 
organization’s past performance. An organization can use a variety of methods to maintain its 
knowledge and understanding of its compliance status, however, all compliance obligations need to 
be evaluated periodically. 

Results: 

If compliance evaluation results indicate a failure to fulfil a legal requirement, the organization 
needs to determine and implement the actions necessary to achieve compliance. This might require 
communication with a regulatory agency and agreement on a course of action to fulfil its legal 
requirements. Where such an agreement is in place, it becomes a compliance obligation. 

 

12.3 Periodic re-assessment of Risk Assessments (incl. after major breach or 
loss of data)  

What you will need:  

The frequency and timing of risk re-assessment can vary depending on the classification of 
information, variations in operating conditions, and the organization’s past performance, especially 
the history of data breaches or attempts at breaches.  The reviews should not be conducted as a 
desk exercise or all-at-once.  Instead, a series of meetings with informed staff from the functions 
and areas under review should be held and using as much hard evidence as opposed to opinion as 
possible to inform, for example, recalculation of risk ratings. 

Results: 

The outcome from a series of such reviews will be an ever-improving set of risk assessment 
documents to inform the risk treatment activity. 

12.4 Periodic re-planning of Risk Treatment Plan and of Improvement Plans 

What you will need:  

The frequency and timing of these evaluations is a matter of choice.  An organization can use a 
variety of methods to undertake the evaluations but fundamental to them all is that they be 
evidence based and that they record the extent to which measurable objectives have been or are 
being met.   

Results: 

The outcome here should be forwarded to the Management Review activity together with … 

• a plan or recommendations for future IS Objectives,  

• a revised Risk Treatment Plan for approval and  

• revised Improvement Plans, also for approval. 
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12.5 Conduct periodic Internal Audits (#29) 

Internal Auditors should be independent of the activity being audited, wherever practicable, and 
should in all cases act in a manner that is free from bias and conflict of interest. 

Nonconformities identified during internal audits are subject to appropriate corrective action. When 
considering the results of previous audits, the organization should include: 

a) previously identified nonconformities and the 
effectiveness of the actions taken; 
b) results of internal and external audits. 

For additional information on establishing an 
internal audit programme, performing Information 
Security management system audits and evaluating 
the competence of audit personnel, see ISO 19011. 

What you will need:  

To perform internal audits on a periodic basis, you 
need to define the scope, criteria, frequency, and 
methods. You also need the procedure (which 
should have been written as part of step 10) that 
identifies the responsibilities and requirements for 
planning and conducting the audits, and for 
reporting results and maintaining records. 

Results: 

You will have an Internal Audit Programme based 
around a published schedule of audits.  These audits 
are intended to seek out evidence of compliance 
with the requirements of ISO 27001, regulatory 
compliance requirements and any other 
requirements the organization has chosen to include 
within the scope of its ISMS. 

Note: It is essential for a complete cycle of internal 
audits to have been completed before a Certification 
Body can recommend the organisation for 
Certification to ISO 27001:2013.  This is because proof 
that the ISMS is being maintained is a requirement 
of the standard.  The internal audit cycle is the proof 
offered by the organization that the ISMS is so 
maintained. 

Other useful documents: 

• ISMSP-005 ISMS Internal Audits (see Appendix D) 

 

  

• Have we developed an ISMS 
audit program? If not, how will 
this be accomplished? 

• Who need to be involved in the 
audit process? 

• Is there another audit program 
with which our ISMS audits could 
be linked (for example, our 
quality or health & safety 
management system audits)? 

• Have we determined an 
appropriate audit frequency? 
What is the basis for the existing 
frequency? Should the frequency 
of audits be modified? 

• Have we selected ISMS auditors? 

• What are the qualifications of 
our auditors? 

• What training has been 
conducted or is planned for our 
ISMS auditors? 

• Have we conducted ISMS audits 
as described in the audit 
program? 

• Where are the results of such 
audits described? 

• How are the results of ISMS 
audits communicated to top 
management? 

• How are the records of these 
audits maintained? 

 

Internal Auditing 
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12.6 Conduct periodic Management Reviews (#30) 

The management review should be high-level; it does not need to be an exhaustive review of 
detailed information. The management review topics need not be addressed all at once. The review 
may take place over a period and can be part of regularly scheduled management activities, such as 

board or operational meetings; it does not need to 
be a separate activity. 

Relevant complaints received from interested 
parties are reviewed by top management to 
determine opportunities for improvement. 

“Planned intervals” are not defined in the Standard.  
Once or twice a year is the usual frequency adopted 
by certified organizations. 

 “Suitability” refers to how the Information Security 
management system fits the organization, its 
operations, culture and business systems.  

“Adequacy” refers to whether it meets the 
requirements of the Standard and is implemented 
appropriately.  

“Effectiveness” refers to whether it is achieving the 
desired results. 

What you will need:  

To perform management reviews, ISO 27001 
requires the following input: 

• results of ISMS internal and external audits and 
reviews 

• feedback from interested parties 

• techniques, products, or procedures which could 
be used in the organization to improve the 
effectiveness of the ISMS 

• Information Security Risk Assessments 

• corrective actions (including those that might 
have been identified in previous reviews or 
audits) 

• incident reports, for example, if there has been 
an Information Security failure, a report that 
identifies what the failure was, when it occurred, 
and how it was handled and possibly corrected. 

• vulnerabilities or threats not adequately 
addressed in the previous risk assessment 

• follow-up actions from previous reviews 

• any organizational changes that could affect the 
ISMS 

• recommendations for improvement 

• Do we have an existing process 
for conducting management 
reviews? 

• If yes, does that process need to 
be revised? In what way? 

• Who needs to be involved in this 
process within our organization? 

• When is the best time for us to 
implement this process? Can this 
effort be linked to an existing 
organization process (such as 
our budget, annual planning or 
auditing cycles?) 

• How frequently are 
management reviews? What is 
the basis for this frequency? 

• Should we conduct reviews 
more or less frequently? 

• Who is responsible for gathering 
the information needed to 
conduct management reviews? 
Who is responsible for 
presenting this information? 

• How do we ensure that 
changing circumstances (both 
internal and external to the 
organization) are considered I 
this process? 

• How do we ensure that the 
recommendations of 
management reviews are 
tracked and acted upon? 

Management Review 
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Results: The results of a management review should include decisions and actions related to: 

• Improvements to the ISMS 

• Modification of procedures that effect Information Security at all levels within the 
organization 

• Resource needs 

The results of an internal audit should result in identification of nonconformities and their related 
corrective actions or preventative actions. ISO 27001 lists the activity and record requirements 
related to corrective actions and improvement initiatives. 

Useful Documents: 

• ISMSP-006: ISMS Management Reviews (see Appendix D) 
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13. Implement Continual Improvement (#31) 

The rate, extent and timescale of actions that support continual improvement are determined by 
the organization. Information Security performance can be enhanced by applying the Information 
Security management system as a whole or improving one or more of its elements. 

What you will need:  

Develop an ISMS Improvement Plan with the aid and support of top management.  The best 
approach is to present suggested improvements to the Management Review Meeting where 
decision can quickly be made regarding choice and priority of the improvement projects and the 
allocation of resources against them. 

Results: 

An approved improvement plan adequately resourced, in line with ISMS Policy and integrated 
(usually) with Information Security Objectives. 

Example: of an Improvement Plan outline 

The following example shows the outline of a preventative action plan. Such a plan might be the 
result of an internal audit or a management review of the ISMS. You could use a similar outline to 
prepare a corrective action plan. 

Improvement Plan 

The Risk/Opportunity to be addressed 

This section should identify the origins of the improvement and the risk or 
opportunity to be addressed. 

This section should then also provide reasons as to why the improvement is 
worthwhile (with hard data) 

1.  Goal 

This section shall identify the goal of the action plan.  The goal, in most cases, is to 
prevent future occurrences /recurrence of identified non-conformances or effect an 
improvement. 

2. Method 

This section shall describe the approach taken and resources committed.  A cost-
benefit analysis may be needed if significant resources, including money, is needed.  
For major projects a formal project, with initiation, planning, implementation, 
controlling and close-out, may be required. 

3. Action Plan 

This section the individual actions required are listed as well as ‘by whom’ and ‘by 
when’ each action will be completed. 

4. Expected Results 
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Here identify what is expected as a result of implementing the improvement.  The 
expected result shall in some way be consistent with the goal described above and 
should be quantified. 

5. Actual Results 

After completion of the planned actions, this section is used to record the results 
achieved. Where results are inadequate, a second iteration of the plan may be 
required. 
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14.  Prepare for a Certification Audit 

 

If you plan to have your ISMS certified, you will need to conduct a full cycle of internal audits, 
management review, and activities in the PDCA process. 

The external auditor will first examine your ISMS documents to determine the scope and content of 
your ISMS. Then the auditor will examine the necessary records and evidence that you implement 
and practice what is stated in your ISMS. 

What you will need: 

• All the documents that you created in the preceding steps. 

• Records from at least one full cycle of management reviews, internal audits, and PDCA 
activities, and evidence of responses taken as the result of those reviews and audits. 

Results: The results of this preparation should be a set of documents that you can send to your 
chosen Certification Body for review and a set of records and evidence that will demonstrate how 
efficiently and completely you have implemented your ISMS. 

Note: Be sure to choose an accredited Certification Body; otherwise, you Certificate will lack both 
national and international credibility.  Best of luck. 
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15 Ask for help 

 

As you can see in this guide, establishing, implementing, and maintaining an ISMS can require a lot 
of work-especially in its formative stages. If you are new to management systems or specifically to 
information security management systems, consider hiring a professional ISMS consultant to guide 
you through the process. A consultant's familiarity with the requirements of an ISMS and the 
suggested controls in the ISO standards can save you time and money and will ensure that you will 
achieve effective security practices and possibly a successful ISMS certification. 

And remember, you only need the services of a consultant for a few days and not throughout the 
ISMS development and implementation process. 

We wish you the best of luck! 
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Appendix A:  The Path to ISO 27001:2013 Certification – the 31 Steps 
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Appendix B   Typical Documentation 

As described throughout this guide, your ISMS will depend on many documents and records. 

Certain documents are required by ISO 27001 and records are required to provide evidence of the 
implementation of the ISMS. 

The following lists provide a summary of the documents and records discussed in previous sections 
of this guide and typical of their type. Mandatory documents are identified with an asterisk (*). 

Policies & Procedures 

• Security Manual incl. Scope of the ISMS * 

• Information Security Policy and Objectives * 

• Acceptable use of assets policy * 

• B-Y-O-D Policy 

• Access control policy * 

• Supplier security policy * 

• Inventory of assets * 

• Risk Assessment and Risk Treatment Methodology * 

• Statement of Applicability * 

• Risk treatment plan * 

• Risk assessment report * 

• Definition of security roles and responsibilities * 

• Procedure: Workplace Security incl. secure system engineering principles * 

• Procedure: IT and Communications Management 

• Procedure: Document and Record Control 

• Procedure: Training 

• Procedure: Server Backups 

• Procedure: Business continuity * 

• Procedure: IS Incident management * 

• Procedure: Audit Programme and Schedule 

Note: Add any other documented procedures that the organisation considers necessary to 
ensure the effective planning, operation, and control of its information security processes 
and describe how to measure the effectiveness of controls 

Records 

The records required for your ISMS will depend on the requirements of your business.   Records 
should be controlled and maintained according to the organization's document control and 
retention policies and procedures. Again, the mandatory ones are identified by an asterisk (*). 
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• Employee Records of training, skills, experience and qualifications * 

• Monitoring and measurement results * 

• Internal audit program reports * 

• Employee Review/Evaluation Records 

• Issues/Non-Conformances 

• Server and other IT Maintenance Records 

• Legal, regulatory, and contractual requirements * 

• Management Review Records (minutes) 

• IS Incident Reports 
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Appendix C   Some Sample Procedures, Records and Tools 

 

In addition to the documentation below, please check-out the Course Materials, especially … 

• Tool 1: Sample Risk Assessment and Risk Treatment Plan (combined)  

• Tool 2: Sample Statement of Applicability with selected Controls  

• Tool 3: Sample Combined Asset Register, SoA, Risk Assessment and Risk Treatment Plan  

• Tool 4: Auditor’s Workbook for Annex A (SoA) Evidence Record 

 

Some typical Procedures and Records … 

• ISMSP-003: Control of Maintained Documentation 

• ISMSP-004: Control of Retained Documentation 

• ISMSP-005: ISMS Internal Audits 

• ISMSP-006: ISMS Management Reviews 

• ISMSP-009: Non-conformances, Corrective Action & Preventive Action 

• ISMSP-010:  Training (including Induction) & Competence 

 

Note: These examples are taken from across a number of organizations, are not harmonised with 
one another and so, are not intended to be used as a set. 
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The purpose of this document is to outline the procedure for the control, release and/or update of 
all controlled documents within ABC Company. 

Guidance Notes 

1) This procedure covers any person employed or contracted by ABC Company who update 
or generate an ABC Company controlled document.  

2) All ABC Company controlled documents are covered by this procedure. 
3) The Operations Manager is responsible for the release and updating of this procedure 
4) It is the responsibility of any person employed or contracted by ABC Company to update 

or generate an ABC Company controlled document to adhere to this procedure. 

Procedure 

The procedure for the control of release and update of controlled documents at ABC Company is 
outlined in the Process Flow Chart below.  

1. The Operations Manager will: 
a. Ensure that such documents are registered and distributed to the relevant parties 

for approval. 
b. Ensure that the correct Approval signatures are attached to each document. 
c. Release all approved new and updated documents to the ABC Company’s document 

Management System. 
d. Archive down revision documents. 
e. Project documentation is kept on Project Files where a record is kept of its 

distribution as well as recording any changes. 
f.  All other files/documentation are kept on ABC Company’s document Management 

System where password control is used to restrict access appropriately. 
2. In the case of a new Document the document creator will use the approved document 

format defined in Document Template FM001. 
3. For Document updates the person submitting an updated document will provide a list of the 

sections updated and a summary of the updates. 
4. All Information Security Procedures (ISMSP’s) and Standard Operating Procedures (SOP’s) 

will be review accuracy / improvement and updated if required within 12 months of the last 
release date. 

5. The only controlled copy is that stored on the ABC Company’s document Management 
System. Any printed copy is for personal use only and is an un-controlled copy. 

ISMSP-003: Control of Maintained Documentation (Procedures) 

Authorised by: Derek Pine Date Issued: 19-July-21 Issue No.: 1.01 
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6. The current version is the copy stored on the ABC Company’s document Management 
System. 

 

Note: See also Data Security and Protection Procedure for back-up of Maintained Documentation.  
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The purpose of this procedure is to ensure that adequate ISMS records are maintained through 
documentation and data collection. 

Also, to ensure that documents and data are adequately retained, protected and disposed of. 

Guidance Notes 

All staff will ensure that the records listed below against their area of responsibility are maintained 
in exemplary fashion.   

It is a critical responsibility of the QHSE Manager that he/she polices this procedure bringing all 
failures to follow it to the CEO's attention in writing. 

Procedure 

The QHSE Manager will... 

1       Maintain and preserve for 7 years the following documented records, as appropriate... 

• 4.3 Scope 

• 5.2 Information Security (IS) Policy 

• 6.1.2 Retain documented information about the information security risk assessment 
process. 

• 6.1.3 Retain documented information about the information security risk treatment process,  

• including… 
o Statement of Applicability that contains the necessary controls and justification for 

inclusions, whether they are implemented or not, and  
o the justification for exclusions of controls from Annex A;  

• 6.2 Retain documented information on the information security objectives. 

• 7.2 Documented information as evidence of competence 
o Training & Competency Records 

• 8.1 Documented information to the extent necessary to have confidence that the 
implementation of processes have been carried out as planned 

o IS System Maintenance Records 

• 8.2 Retain documented information of the results of the information security risk 
assessments. 

• 8.3 Retain documented information of the results of the information security risk treatment. 

• 9.1 Retain appropriate documented information as evidence of the monitoring and 
measurement results. 

ISMSP-004: Control of Retained Documentation (Records) 
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o ISMS monitoring, measurement, analysis and evaluation 

• 9.2 retain documented information as evidence of the audit programme(s) and the audit 
results (note that there are two requirements here). 

o ISMS Internal Audit Programme 
o ISMS Internal Audit Reports 

• 9.3 Documented information as evidence of the results of the management reviews 
o Management Review Meeting Agenda  
o Management Review Meeting Minutes 

• 10.2 Documented information as evidence of….  
o the nature of the nonconformities and any subsequent actions taken; 
o the results of any action and corrective action, including their effectiveness. 
o IS Incident/NCR & Corrective Action Reports 

 

2.   Additionally, in Annex A there are several instances where documentary evidence is 
specified. Whether you will need to have such documentation will depend on whether the control in 
question is applicable to your ISMS. The instances are…  

o A.8.1.3 
o A.9.1.1 
o A.12.1.1 
o A.13.2.4 
o A.14.2.5 
o A.15.1.1 
o A.16.1.5 
o A.20.1.2 
o A.21.1.1 

 

Note: See also Data Security and Protection Procedure for back-up of Maintained Documentation.  
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The purpose of this procedure is to confirm that, through the internal auditing of the Information 
Security Policy and Procedures and the functioning of the ABC Information Security Management 
System, that the requirements of ISO 27001:2013 are being met on an ongoing basis. 

Guidance Notes 

The QHSE Manager will ensure that all Internal Audits are planned systematically to cover all areas 
of the Company and to meet the requirements of the Information Security Policy and Procedures 
and of ISO 27001:2013.  He/she will delegate audits, where necessary, to maintain adequate 
independence. 

It is a critical responsibility of the QHSE Manager that he/she polices this Procedure bringing all 
failures to follow it to the CEO's attention in writing. 

Procedure 

The QHSE Manager will... 

1. Plan and schedule internal audits ensuring that the most critical processes are audited more 
frequently. 

2. Select and train internal auditors supported, if necessary, by external professionals. 
3. In line with the Internal Audit Schedule (see below), supply the Auditor with all records and 

documentation required by him as an Auditor. 

 

The selected Auditor(s) will... 

4. Conduct the audit during normal working hours accompanied by the manager, or delegate, 
responsible for the department/area/process being audited, recording objective evidence 
(personal observations, interviews with staff, documents and records, etc.) on an Observation 
Sheet.  The samples taken (e.g. the records checked) should also be recorded. 

5. Record all Observations and Discrepancies on the Internal Audit Report (see below).  Sign and 
date the Report and return it to the QHSE Manager. 

 
  

ISMSP-005: ISMS Internal Audits 
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The QHSE Manager will... 

6. Raise a Non-conformance Report – NCR - (see ISMSP-009) for each non-
conformance/discrepancy and agree subsequent corrective and preventative actions, including 
due dates, with the responsible person. 

7. Progress each NCR in the usual way and, when all the corrective/preventive actions are 
completed, verify the effectiveness of the actions taken and sign-off the Report.  

8. Maintain the completed Report on file for a minimum of 5 years. 
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Internal Audit Schedule                                   [last update: 15-May-21] 

  Planned =  Actual =  

  2021 2022 2023 2024 

 

 Process 
Procedure 

Ja
n

 

Ju
n

 

Ja
n

 

Ju
n

 

Ja
n

 

Ju
n

 

Ja
n

 

Ju
n

 

01 Context of the Organisation (incl. 
Scope) 

         

02 Leadership (incl. ISMS Policy)          

03 Leadership (incl. Responsibilities and 
authorities) 

         

04 Planning – risks and opportunities (incl. 
Risk Assessment, Risk Treatment and 
SoA) 

ISMSP-001 

ISMSP-002 
        

05 Planning – ISMS Objectives  ISMSP-008         

06 Support – Resources (incl training and 
awareness) 

ISMSP-008         

07 Support - communication          

08 Support – documented information ISMSP-003 

ISMSP-004 
        

09 Operation – planning and control (incl. 
Annex A Controls) 

         

10 Operation – IS Incident response ISMSP-007         

11 Performance – monitoring and 
measurement (incl calibration) 

         

12 Performance - internal audits ISMSP-005         

13 Performance – management review ISMSP-006         

14 Improvement – non-conformity and 
corrective action 

         

15 Improvement – continual          
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Internal Audit Report 

Procedure/Process: 

 

 

 

Location: 

Audited by: Audit Date: 

No. Observations & Analysis 

  

  

  

  

  

  

  

  

  

No. Corrective & Improvement Actions Date Due Agreed 
by 

Date 
Completed 

     

     

     

     

     

     

     

     

Verified by:                                                                            Date: 
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The purpose of this procedure is to provide for a system and instructions for scheduling, conducting 
and recording management reviews and assign responsibilities.   

The purpose of this procedure is to provide for a system and instructions for scheduling, conducting 
and recording management reviews and assign responsibilities.   

This procedure is also to ensure that Management Review Meetings (MRMs) are conducted in a 
manner which facilitates: 

• The continuing suitability and effectiveness of the Information Security Management 
System in satisfying the requirements of the ISO 27001:2008 standard; 

• That the Information Security Management System satisfies the Company’s Information 
Security Policy statement; 

• That the Information Security Management System enshrines the Company’s objectives; 

• That meetings also provide an opportunity to improve the ISMS in the light of experience 
and any changed circumstances. 

This procedure applies to all Management Review Meetings, except the ad-hoc meetings, which can 
be called at any time by Management.  The scope covers the review of the entire Information 
Security Management System. 

Guidance Notes 

The following people are responsible for the implementation of this procedure: 

• The ISMS Management Representative) – who makes the necessary arrangements for 
Management Review Meeting & for ensuring the following procedure is implemented; 

• The CEO – who ensures that the meetings are conducted in a proper manner to achieve the 
objectives. 

Management Review meetings are to be attended by the CEO and the Directors and Line Managers.  
Additional attendance is at the discretion of this group depending on the issues involved. 

The Management Representative is responsible for scheduling the Management Review Meeting, 
keeping minutes and maintaining records. 

Procedure 

1. Planning and Frequency of Management Reviews 

The Management Representative schedules a meeting once a year to review the entire 
Information Security Management System adopted to satisfy the requirements of ISO 

ISMSP-006: ISMS Management Reviews 
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27001:2013.  These meetings will be conducted shortly after the completion of Internal Audit 
Cycle (ref. ISMSP-005 ISMS Internal Audits Procedure).  The CEO may call an extraordinary 
Management Review Meeting (MRM) at any time, where the standard agenda will not 
necessarily be used. 

In any event, a Management Review Meeting will be held at least once a year. 

 

2. Holding the Management Review Meeting 

The MRM will review the Company’s ISMS to ensure its continued suitability & effectiveness, 
assessing opportunities for improvement & the need for changes to the ISMS including the 
Information Security Policy & ISMS Objectives.   

Discussions shall include the items listed in the Standing Agenda given below. 

 

3. MRM Minutes and Follow-Up 

The MRM Minutes are taken by the Management Representative. These will be circulated to 
those in attendance and to others, as agreed. 

Action items, including Improvement Projects, are identified, documented, scheduled and 
responsibilities assigned during the MRM.  These are identified clearly in the Meeting 
Minutes, which are used for review purposes at the subsequent MRM.   

Confirmation of agreement of minutes will be made at the next management review 
meeting, where previous minutes will be read, and the minutes agreed, or alterations 
agreed.  Approval of all present will be indicated by the addition of the CEO’s signature & the 
date at the end of the minutes.  
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ABC Company ISMS Management Review Meeting Agenda 

Date:  Location: 

Attending: 

 

Ref. Minute 

1.0 Attendance 

2.0 Approval of previous Meeting’s Minutes 

3.0 Matters Arising: 

4.0 Internal Audits: 

5.0 External Audits: 

6.0 Non-Conformances (incl. Complaints) 

7.0 Corrective Actions 

8.0 Monitoring & Measuring Results 

9.0 Results of Risk Assessments and status of Risk Treatment Plan 

10.0 Statutory & Regulatory Requirements 

11.0 Interested party feedback 

12.0 Competency & Awareness 

13.0 Adequacy of Resources 

14.0 Internal & External issues impacting on ISMS 

15.0 Review of ISMS Policy and future business needs 

16.0 The ISMS, business processes and the strategic direction of the organization. 

20.0 Continual Improvement & ISMS Objectives 

• Status of current ISMS Objectives:   
• New ISMS Objectives:  
• Planned Improvement & Changes to the ISMS Management System: 

21.0 Any Other Business 

19.0 Date of Next Meeting 
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The purpose of this procedure is to ensure that reported failures of procedures, methods or of any 
element of the ISMS to operate satisfactorily, and any complaints from interested parties, are 
processed and rectified speedily with appropriate corrective and further actions being taken. 

Guidance Notes 

It is the responsibility of all Staff to ensure that this procedure is rigidly adhered to. 

The QHSE Manager will ensure that all non-conformance and discrepancies are registered and 
progressed, and that action taken to prevent a reoccurrence is completed within an agreed time-
scale. 

It is a critical responsibility of the QHSE Manager that he/she polices this procedure bringing all 
failures to follow it to the CEO’s attention in writing. 

Procedure 

1       For Complaints 

The Person Concerned takes the fullest details from the staff member or interested party in writing 
and forwards it directly to the QHSE Manager proceeding as in 5, below. 

2       For Information Security Breach, or suspected IS Breach  

The QHSE will be immediately informed and an immediate response, including shutting down 
servers, will be decided.  A decision as to whether the EU Data Protection office will also be made. 

If appropriate, proceeds as per ISMSP-007, ISMS IS Incident Response procedure, including 
notification to customers and suppliers. 

Records the detail in writing and forwards it directly to the QHSE Manager who proceeds as in 3, 
below... 

3       For a perceived failure of a Process, Procedure or other ISMS element. 

The Staff Member noting the failure records the details in writing and forward it directly to the 
QHSE Manager. 

The QHSE Manager records the "Opening" of each Non-conformance Report (NCR), see below, on 
the intranet server.  Co-ordinates all NCRs, allocating a unique number to each. 

ISMSP-009: Non-conformance and Corrective Action 
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In conjunction with the relevant Staff Members, investigate, agree and record on the NCR the 
Corrective Actions required. Then proceed as in 7, below. 

4       To modify a Procedure 

Where a deficiency in procedures, work instructions, etc. are identified, the QHSE Manager rewrites 
or develops suitable documentation and, after formal approval in the usual way, issue under ISMSP-
003, Control of Maintained Documentation. 

5       In General 

Overall, the QHSE Manager will continuously monitor the completion of Corrective and Further 
Actions to ensure its timely and effective completion. 

Checking the effectiveness of actions taken is a critical element of this procedure and a critical 
responsibility of the QHSE Manager. 

When all Corrective Actions are complete, the entry on the computer for the NCR is ‘closed’... 

6       Further Action 

Through analysis of operational records, corrective action reports, complaints, and any other 
relevant ISMS documentation and/or records, the company endeavours to implement further action 
prior to a non-conforming situation occurring. 

Such action will include update and review of IS Risk Assessments and IS Risk Treatments.  And may 
be followed by improvement or risk reducing actions 

A review of such information/data is also taken prior to Management Review Meetings (see ISMSP-
006, ISMS Management Review) by the QHSE Manager.  The results are discussed at this meeting 
(which may include further corrective action already having been initiated or implemented, or a 
revision of the Risk Assessment Register, or the creation/change of an ISMS Objective) and, when 
further action has been identified, the responsibility of carrying out this action is assigned. 
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Non-conformance Report Form 

Description of IS Incident or other Non-conformance 

 

  

NCR No. 

Location Reported by Date Reported 

 

 

  

Results of Investigation/Root Cause 

 

 

 

 

 

Investigated by: Date: 

Corrective Action 

 

 

 

 

Recommended by: Date: 

Further Action/Improvement 

 

 

 

Recommended by: Date: 

# Action Due Date By 

    

    

    

    

-o- Actions Completed & Verified   
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The purpose of this procedure is to ensure that all staff are adequately trained for the tasks for 
which they are responsible, and that training is monitored & assessed. 

This procedure covers the training of all personnel at the Insurance Institute of Ireland, including 
Induction Training. 

Guidance Notes 

The Department Directors are responsible for ensuring that all personnel are adequately trained.  

The Personnel Manager is responsible for co-ordination of the overall training requirements for site 
personnel & maintenance of the training records. 

Overall authority for training is with the Chief Executive Officer. 

The Management Representative is responsible for ensuring that this procedure is complied with, 
and that any changes are documented & controlled. 

Procedure 

1.0   Induction Training 
1.1 When a new employee joins the company he/she goes through an induction/orientation 

training programme. (As per 2.0 Induction Training Syllabus).  All induction training 
received is recorded in detail on Form-011 Training Record.  

1.2 Both the trainer and the employee complete this record once the Induction Training 
Program is completed. The new employee in signing the induction training record is 
stating that he/she has read and understood each item as laid down by the training guide 
for his/her particular area and agrees to abide by all instructions. Also, that he/she was 
given the necessary time to digest and any help required in understanding all the 
information. And finally, that all items were discussed and reviewed with the trainer. 

2.0 Induction Training Syllabus 

2.1 Company Handbook: 

This gives a general introduction to ABC Company and outlines standard company practices. 

2.2 Data protection and confidentiality 
2.3 IS Incident Plan:   

This includes the procedure for evacuation of the premises, shut-down of ICT systems, etc., in 
response to an IS Incident such as fire. 

ISMSP-010:  Training (including Induction) & Competence 
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2.4 Employee Medical Examination  
2.5 Safety Statement (OH&S): 

Includes relevant hazard identification, risk assessments and required precautions.   

2.6 Information Security Induction Training: 

Includes manual handling training.   

2.7 Information Security Management System:   

Includes Information Security Policy and relevant Procedures (especially the Discrepancy 
Report procedure. 

Please Note: Employees can review any part of Induction Training at any time. Also, trainer is 
always available for any help or information required 

3.0 Other Training 

Personnel performing specific assigned tasks shall be qualified on the basis of appropriate 
education, training and /or experience.   

4.0 Training Records 

For all training Form-011 Training Record is filled in, signed, dated and stored in the employee's file as 
a record that training has been complete. This form also records the effectiveness of training 
received by the individual in the section ‘Training Competency’’. 

5.0 Outside Training 

For all outside training, documentation must be provided by the trainer and stored separately in 
each employee's file. The Training Record is updated for all data pertaining to external training.  

6.0  Evaluation  

6.1 Evaluation of training effectiveness is carried out by review of on-the-job performance 
between three months to six months after induction. Where the individual is judged as 
competent, this is recorded on the Training Record.  

6.2 Where the individual fails to perform to the required level of competency, additional 
training/re-training is given and recorded on the Training Record.  Evaluation is repeated 
after a further one to three months. 

7.0  Training - General 

7.1 Training must be planned and recorded in a Planned Training Schedule.  
7.2 Training for Change 

Training must be carried out where pertinent regulations, equipment, methods and 
techniques are changed. 

7.3 Training Needs 

Once a year the CEO, the Directors, and any other person deemed necessary, meet to 
review the ongoing training needs of employees. 

A separate personnel file is kept to store training records for each employee. 

7.4 Annual Appraisal 
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All staff members have an annual appraisal in which each individual has a confidential 
discussion with the Supervisor to discuss his/her performance, during the previous year. 
This appraisal affords management an opportunity to discuss with individuals the 
particular skills’ needs of the company & to determine whether such skills can be delivered 
through further training of existing employees. This discussion also contributes to a 
review of the effectiveness of the training that has been provided. The date of the Annual 
Appraisal is recorded on the Training Record. 

7.5 Management Review 

Training is an important item on the Agenda of the Management Review Meetings (QP-
000 Management Review Procedure). 

7.6 Information Security Records 

Information Security Records will include the Training Records of all employees which, in 
addition to the records listed in section 5 below, may include the following records: 

a)   Certificates & other appropriate documentation for educational achievements & 
training undertaken prior to joining the company  

b)   All documentation associated with training including appraisals, qualification 
certificates, attendance certificates etc.  
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Appendix D: Example of Management Review Record 

 

MINUTES OF MANAGEMENT REVIEW MEETING HELD IN THE OFFICE ON 

19th March 2021 

Present:    The following Staff Members: 

 

Dr Wayne McAdams Managing Director 

Dr Maeve Cahill  

Gerhard Braun` 

Technical Director 

Financial  

Dr Omar Ahmed Consultant (observing) 

 

Minutes: 

Agenda Minute 

1.0 Apologies 

None 

2.0 Approval of Previous Minutes 

Approved without change. 

3.0 

 

Matters arising from Minutes 

a) All action items completed except for those marked ‘carried forward’ in 
13.0, below. 

4.0 Internal Audits  

a) Current cycle of internal audits, as per Schedule for 2021-2019 is up to 
date.   

b) No CAR’s were opened, or observations recorded as a result of the 
Internal Audits of 19-Mar-21.  

The areas audited were:  Documentation Requirements, Management 
Responsibility, Training, Customer Complaints & Feedback, Corrective & 
Preventative Action.  

5.0 Non-Conformances & Corrective Actions 

Customer Complaints 

No customer complaints y-t-d or since the last Management Review. 

IS Breaches & other CARs 

A total of 21 CARs were raised in 2021. Actions have been taken on all of them, 
but only 9 are completely closed out. The remainder are targeted for final 
completion by the next cycle of Internal Audits scheduled for 28-May-21.  
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Agenda Minute 

Review of the open CAR’S showed that the bulk of them related to reviewing & 
updating health & safety procedures. 

 No CARs have been raised y-t-d. 

6.0 Results of Risk Assessments and status of Risk Treatment Plan 

See ISMS Improvement Programme attached.  As this was last reviewed less 
than 2 weeks ago, no further discussion was held today.      

7.0 Customer & Interested Party Feedback  

Monthly Marketing Reports and Visit Reports continue to be collected, filed, 
circulated and discussed routinely by the management team.  

Summary Customer Feedback Sept 20 - Feb 21 was presented by MC.   

8.0 External Audits 

The BQAI Surveillance Audit vs. ISO 27001:2013, which took place in October 
2020, was discussed.   

The one minor noncompliance, with respect to identification & recording of 
document changes has been, reviewed, addressed, responded to & closed-out. 

Also, the observations were reviewed, and it was decided to… 

a) Modify, where applicable, relevant production records to include 
instructions on the action to be taken when borderline in-process 
results are obtained. 

Action by: M Cahill  

Due Date: May 2021 

9.0 Statutory & Regulatory Requirements 

a) Noted that Working Party 29 has become EDPB. The EDPB Website will 
be monitored. 

Action By: M Cahill   

Due Date: Ongoing 

10.0 Training & Competence 

1. Total staff on site remains at sixty-two.   
2. Two staff members continue their Six Sigma ‘Green Belt’ training. 
3. Annual appraisals are due and IS Awareness will be highlighted. 

Action By: W McAdams 

Due Date: May 2021 

11.0 Continual Improvement & ISMS Objectives  

The ISMS continues to work satisfactorily. 
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Agenda Minute 

Current ISMS Objectives: 

1. Establish a schedule for IS Risk Re-Assessments. 

Action By: M Cahill & Donald Smyth  

Due Date: May 2021 (carried forward) 

New ISMS Objectives: 

2. Five corporate KPIs (mandatory reporting) are adopted as ISMS Objectives.  
These are… 

• IS Breach (target zero) (ISBR) 

• IS-related Non-conformances (target 25% reduction on 2020) (ISNC) 

• Customer Complaint Rate (target zero) (CCR) 

Plans will be circulated within 7 days and reviewed/agreed at month-
end Management Meeting. 

Reference to these KPIs as ISMS Objectives will be added to the 
Information Security Manual. 

Action by: Omar Ahmed 

Due Date:  May 2021 

13.0 Any Other Business  

A general discussion took place regarding… 

1) The ease with which Certification to ISO 27001:2013 –Standard for 
Information Security - could be achieved, if required. 

2) The desirability of incorporating any changes to the ISMS, required for 
Certification to ISO 27001:2013, with changes in document creation and 
storage arising from the Corporate SAP project, currently scheduled for 
end 2021. 

14.0 Date of next Meeting: 

• September 2021 on date to be agreed. 

15.0 Distribution  

• Attendees 

16.0 Attachments 

• ISMS Improvement Programme (15-Mar-21) 

 

 

 


